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Bctyn

B ubOoMy AOKYMEHTI onmncaHo nopsaoK Ain KopucTyBada Asl yCTaHOBKM MPOrpaMHOro 3acToCyBaHHS
«MepcoHanbHUI cepBic AOBipUYMX MOCAYr», NOro MyHKLiOHaNbHI MOXMBOCTI Ta HEObXiAHI BiAOMOCTI
ans poboTn 3 HUM.

CucreMHi BUMorum

MNepen nNo4yaTKOM BCTAHOBJSIEHHA Ta poboTM 3  MporpaMHMM  3acTOCYBaHHSIM  HeobXxigHo
rnepekoHaTucs, Wo anapaTHe 3abe3neyeHHs BignoBigae pekoMeHaauissM po3pobHuka (BiAnoBigHO
0o Bumor Oracle, wopo iHcTtansuii Java).

Bumorun Java 8 anga MacOS X:

e Mac Ha 6a3i npouecopa Intel nia ynpasniHHam Mac OS X 10.7.3+, 10.8.3+, 10.9+;
e [loBHOBaXeHHs agMiHiCcTpaTopa ANS YCTaHOBKMU;
e bpay3ep - 64-6iT (Hanpuknag Safari).

Bumorn Java 8 ana OC Ubuntu:

Ubuntu Linux 12.04 LTS, 13.x;

Ubuntu Linux 14.x (8u25 abo 6inbw HoBa Bepcia);
Ubuntu Linux 15.04 (8u45 a6o 6inbll HOBa Bepcis);
Ubuntu Linux 15.10 (8u65 a6o 6inbll HOBa Bepcis);
Bpay3epu: Firefox.

Bumorun Java 8 ana cimencresa Windows:

Windows 10 (8u51 ab6o 6inblw HOBa Bepcis);

Windows 8.x (HacTinbHa Bepcis);

Windows 7 3 SP1;

Windows Vista 3 SP2;

Windows XP (Bepcis He ctapwa 8ulll);

Windows Server 2008 R2 3 SP1 (64-po3psaHa Bepcis);

Windows Server 2012 ta 2012 R2 (64-po3psaHa BepcCif);

RAM: 128 MBb;

Ouckosun npocTip: 124 MB ansa JRE; 2 Mb ansa oHoBNeHHs Java;
Mpouecop: MiHiManbHa BuMora - Pentium II, TakToBa 4actoTta 266 MI'y;

Bpay3epu: Internet Explorer 9+, Firefox, Google Chrome.
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MiaroroBka poboyoro micusa ans pobotu 3 cepBicoMm

BBepeHHs

MporpamMHe 3acTtocyBaHHS «[lepcoOHanbHWUIA CepBIiC AOBIpYMX MOCAYr» peani3oBaHW MOBOIO
nporpamyBaHHs Java, WO A03BOJISE BUKOHYBATWU 3aMyCK Ha TakmMx nnatdopMax:

e OC Ubuntu.
e OC Windows.
e OC MacOs.

OCHOBHOI YMOBOW ANS KOPUCTYBAHHSA «[lepcoHanbHUM CEPBICOM A0BIpYMX MNOCNYM» € BCTaHOBMEHA
Java mMawwnHa. Onsa Toro wob nepeBipuTh, UM cepenoBulle Java BCTAaHOB/IEHO Ha KOMM'lOTeEpi i umn
KOpPEKTHO npautoe, noTpibHo 3anycTuTn TEeCTOBUI annert
http://java.com/ru/download/installed.jsp?detect=jre.

3a BigCYTHOCTIi Ha KoMN'toTepi KopucTyBayda Java-MalMHM — 3anycK MporpamMHOro 3acToCyBaHHS
HEMOXIMBUIN, TOMY HeobXiaHO iHCTansaTK ii. na noyaTKy NOTPIOHO 3aBaHTaXuUTn ANCTpUbYyTUB
BignosigHOI KoMnoHeHTK (JDK) 3 odiuiiHoro camty Java 3a NOCUMIaHHSAM java.com Ta crigyBaTu
BiAMOBIAHUM IHCTPYKLiSM.

AKWo BCTaHOBNEeHa onepaudiHa cuctema Windows XP, To 3 oOCTaHHiMM Bepciamm Java,
«lMepcoHanbHUN CcepBiC AO0BipUMX MNOCAYr» MpauloE HEKOPEKTHO, TOMY Cnig 3aBaHTaXWTuW 3a
nocunaHHam jre-8ulll-windows-i586.exe (po3psAHiCTb AaHOi Bepcii Java x32) Ta BCTaHOBWUTU
caMme UK BepcCito.

HanawTtyBaHHSA NPOKCi-cepBepa

Bctyn

Y BuNagKy, SAKWO AocTtyn Ao mMepexi IHTepHer 3 po6oyoro Micus Kopuctysaua
30iMCHIOETbCA 3a AOMNOMOroI NpokKci-cepBepa, 10 «lNepcoHanbHMN CeEpBIC AOBIpUNX NMOCAYr» Yy
Burnaai Java Web Start Application BukopucToBye B CBOili pobOTi NpoOKCi-cepBep, KU BKasaHuin y
HanawTyBaHHAX 6pay3epa, 3 Akoro 6yB BMKOHaHWM 3anyck nporpamMu. SAKWO 3anyck nporpaMmu
npoBOAUTbLCA 3a gonoMoroto jnlp-danny 3 dannoBoi cuctemmn (NokanbHOi abo MepexeBoi), To byae
BUKOPUCTaHWI NPOKCi-cepBep, SKUN BKa3aHUN B CUCTEMHUX HanallTyBaHHSAX.

Cyu4acHi 6paysepu NigTpMMytoTb TpM cnocobu poboTn 3 NpokKci:

e ABTOMaTM4He HanawTyBaHHSA. 3a gonoMoroto DNS- abo DHCP-cepBepa BKa3yeTbCsa agpeca
ckpunTa (danny) 3 HanawTyBaHHAMKM (AeTanbHiwe - TyT). Lle cnoci6 € gocuTtb
CKNagHuUM AJis NnepecivyHOro KopucrtyBa4a, TOMy cnif 3BEpHYTUCb 10 CUCTEMHOIO
aaMiHicTpaTopa abo aaMiHicTpaTopa Mepexxi opraHisauii.

e 3apaHHs CKpuMTa 3 HanalwTyBaHHAMM NMPOKCi BpyYHY aHanorivyHe n.l, ane agpeca ckpunTta
(darny) BkasyeTbCa BPYUHY.

e 3apaHHsa napameTpiB poboTu NpoKCi-cepBepa BPYUHY.

Ons Bmbopy 3a3HadeHmx Buwe cnocobiBe poboTM 3 HanawTyBaHHS MNpPOKCi-cepBepa BCi Cy4acHi
6paysepu (IE, Firefox, Chrome, Opera, Safari) MatoTb BignoBigHWI NpU3HaAYEeHNn AN KOpUCTyBada
iHTepdelic.

Y pasi BUKOPUCTAHHSA MPOKCi (He3anexHo Bia cnocoby Moro HanawTyBaHHA) ANS KOPeKTHOI poboTu
«[epcoHanbHOro cepeicy AOBipYNX NOCNYr» HEObXiAHO:
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1. JdopaTu B CNUCOK agpec, ANs SKUX He Cnif BUKOPUCTOBYBAaTU NPOKCi, agpecy
local.cipher.kiev.ua. BUKOHaTV MOXNMBO 3a AOMOMOroK BiANOBIAHOrO NpM3HAYEHOro Ans
KopucTtyBaua iHTepdency abo uepes BKasiBKy NapaMeTpiB KOMaHAHOIo psiaka Npwu cTapri
6pay3epa. BigoMocTi npo A4OCTYnHi NnapamMeTpy KOMaHAHOro psAaka HaBe4eHO B
AOKyMeHTauii 6pay3epa.

2. HanawTyBaHHS A0OCTyny 4epes3 NMpoKCi B KOHdirypauii cepegosuia Java.

AKLWO X Uel cnocib HanawTyBaHHS He BMpiWKMB NpobnemMy AOCTyny yepe3 NpOoKCi, NoTpibHO:

3. Ooaatn B chann hosts iMm’a local.cipher.kiev.ua B 127.0.0.1.

Y pasi, 9KWOo BUKOPUCTOBYETbLCSA Mepexa 3 AoMeHOM Microsoft Windows Server (2008, 2012 2016),
MOXJ/IMBE HaNalWTyBaHHS TMPOKCi Aans poboumx CTaHUiM KOpMUCTyBaya 3A4INCHIOETbCS 4epes
HanawTyBaHHA rpynoBol MoNiTUKW. 'pyrnoBi NONiTUKM ONepyTb TUMK X CaMUMU rMapamMeTpamu, AKi
OOCTYMHI KOPWUCTyBa4yeBi JlIOKasbHO 4epe3 Mnpu3HadeHui Ans KopucTyBada iHTepdeinc (Bubip
cnocoby abo napameTpiB BpyuyHy). B TakOMy BunagKy noTpibHO 3BepHYyTUCA /O CUCTEMHOIO
aagMiHicTpaTopa abo aagmMmiHicTpaTopa Mepexi Bawoi opraHisauii.

Hu>xue nocnifgoBHO po3rnsHYTO BapiaHTM HanawTyBaHb.

bpay3ep Firefox

[ns 3MiHM HanawTyBaHb NMPoOKCi NOTpibHO B 6pay3epi Firefox o6patn po3ain «HacTtpoiiku», Puc. 1.
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Puc. 1. HanawTtyBaHHs 6pay3epa Firefox

[ani nocnigoBHo o6paTtu HanawTyBaHHA: «OcHOBHbIe» -> «[lpoku-cepsep>», Puc. 2.
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[pokcn-cepeep

Hacrpowtb, kak Firefox coeguHaetca ¢ MintepHetom. MNogpobHee HactpouTb...

Puc. 2. JlonpaTKkoBi MepexeBi HanawTyBaHHS 6pay3epa

Y BikHi «[lapaMeTpbl coeamHeHMss» B Nofni «He McCnonb3oBaTb MPOKCU ANs:» MOTPiIBHO BKasaTu
agpecy local.cipher.kiev.ua, Puc. 3.

MapameTpel coeguHeHMA

Hactpoiika npokcn gna goctyna B MHTepHeT

bez npokcw
AETOMATHUECKW ONPEAENATE HACTPOWRKK NPOKCK ANA 3TOW CETK

MCI'ICIﬂhECIEIEITh CUCTEMHBIE HEIL—I'pCIﬁKIﬂ NPOKCKH

éP}guHaﬂ HacTpoMKa cepenca NpoKCcK:

HTTP npoken:|  AZJpeca NpoKci Mopr:| MOPT-

+ | WcnonsbzosaTe 3T0T NPOKCA-CEPEED ANA BCEX NPOTOKONOE

551 npokcw: MopT:

FTP npokcw: HopT:

Yzen SOCKS: Mopt:
SOCKS 4 SCOCKS 5

He wcnonszoeats MPOKCKA 4nA.

localhost, 127.0.0.1, local.cipher.kiev.ua

Mpumep: 192,168.1.0/24

URL aeTomMaTiueckoi HACTPOMRKK CEPBMCA MPOKCK:

He zanpawmeate ayTeHTMdMKaUWK (ecam Bbin coxpaHéH napons)

Otnpaenate DNS-3anpock! 4epes npokck npr ncnone3osaHmm SOCKS 5

OK OtmeHa Copaeka

Puc. 3. JoaaTkoBi napameTpu 3’'€AHaHHSA

Bbpay3epu Google Chrome Ta Internet Explorer

Ons 3MiHM HanawTyBaHb MNpoOKCi-cepBepa noTpibHo B 6pay3epi Google Chrome o6patu
«HacTpolku», nyHKT «CucremMa» Ta HaTUCHYTU «HacTponkn Npokcu-cepsepa», Puc. 4.

po3ain
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Cuctema

He oTknouaTe paBoTatowme B GOHOBOM PeXMMe CEPEMCHI NPW 3aKpbITUKW Opaysepa
Mcnons3oBaTth annapaTHoe YCKopaHUe (MpKU HauumuK)

HacTpoliku NpokcK-cepeepa

Puc. 4. HanawTtyBaHHsa 6pay3epa Google Chrome

Ons 6pay3sepa Internet Explorer notpiéHo o6patn «CBoncTea 6bpaysepa», Puc. 5.

MNeuats 4
Dakin 4
MacwTat (100%) +
besonacHoCTb ¥
[obaewte caiit B MeHo "Myck"

MNpocmoTpeTh 3arpyskM CTRL+)

HacTpouTe HAACTPORKM

Cpeactea paspaboTumka F12

[MNepedT K 3aKpennAeHHbIM CaiTam

MapameTpbl NPOCMOTPa B PEXVME COBMECTMMOCTH

CeoWcTea bpaysepa
O nporpamme
Puc. 5. HanawTtyBaHHa 6pay3epa Internet Explorer

O6paHi HanawTyBaHHA ans ob6ox 6pay3epiB € CUCTEMHMMU. TOMy nodanblWiA CLUEHapin
HanawTyBaHb Mepexi € ctaHgapTHuM ana OC Windows.

CucTeMHi HanawTyBaHHA MPOKCi B MepeXxi

Y BiAKPUTOMY CUCTEMHOMY BikHi «CBolcTBa: WHTepHeT» y Bkiagui «logkntoyeHue» noTpibHOo
HaTUCHYTU «HacTpoWnka ceTn», Puc. 6.
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&Y Ceoiictea: MnTepher ? X
Ofwwme BesonacHocTe K oHbMa EHWENEHOCTE
CoaspaHme MoakmoqeHs MporpamMMbl JononHuTensLHD

.
.j‘@ [AnA YCTEHOBKK NOAKIKYEHWA KOMNBKTEPS YCTaHOBMTE
K MHTEPHETY LUWENKHMTE 3TY KHOMKY.
HacTpolika KOMMYTHPYEMOrD COBAMHEHMA W BMPT YansHBIX
YECTHBIX CETEA
NobaeuTe. ..
NoBaeuTe VPM...
YoanuThb. ..
LLenkHWTE KHoMKY "HacTpolika™ Ans napaMeTpsl HacTpoiikca
NpoKCM-CEPEEPa ANA 5TOM0 NOAKMOYEHHA.
HacTpolika NapaMeTpoB NOKaNEHOW CETH
M&paMeTpel NOKaNEHOM CETH HE MPMMEHAKDTCA HacTpoiika ceT
ANA NOAKMKOYEHMA YAANEHHOrD A0CTYN&. Ans
N&PSMETPE! KOMMYTUPYEMOro CoeaMHEHHA
WENKHUTE KHONKY "HacTpoika™,
PECNONOHEHHYHD BbILLE,
oK OTmena MpHMEHUTE

Puc. 6. CucTeMHi HanawTyBaHHSA Mepexi

B HanawTyBaHHAX napaMeTpiB JI0KaNbHOI Mepexi 3a3HadeHi napaMeTpu NpoKci-cepBepa, WO
BMKOPUCTOBYETbCA, CNig BKasaTu onuito «He wucnonb3oBaTb MNPOKCU-CeEpBEp A/ J10KaNbHbIX

agpecos», Puc. 7.

¥ o o
. Hactpoiika napameTpos nokansHoi ceth >

ABTOMaTH4YECKaA HBL_I'DI]I:ME

Urobbl MCNONBL30BATE YCTAHOBMEHHEIE BPYYHYHD ME3PaMETPEI,
OTKNHIYWMTE SETOMATHUECKYHD HACTPORKY.

[ | ABToMaTHYE0M0E ONpEAENEHHE NAPEMETPOE

[ ] McnonbsosaTe cueHapui BETOMATMHECKON HACTPOMKM

Mpokcu-cepsep

Mcnonb3oBaTh NpOKOM-CEPEED ANA NOKANEHBIX NOAKMDYEHIA (He
MPUMEHAETCA ANA KOMMYTUDYEMBIX UK VPN -NI0aKNKOUEHM).

Anpec: |"'\*f':'-|:'3':a ”|:':'“':'| MopT: |n:'|:'T | JlononHUTENLHD |

[ ]He Wnonk30BaTE NPOKOW-CEPEER ANA NOKAMEHEIX A0PEcos

0K OTHeHa

Puc. 7. HanawTtyBaHHA napaMeTpiB /IOKaNbHOI Mepexi
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[ani y HacTynHOMy CUCTEMHOMY BIiKHi MOTPiGHO HaTUCHYTM B po3aini «[pokci-cepBep» onuito
«[ononHUTEeNbHO» Ta BKasaTu agpecn — BUKIOYEHHS Yy noni «Ackndyenna», Puc. 8.

& Mapametpel npokou-cepeepa *
Cepsepti
A T Afpec npokcH-cepeepa Mopr
= LHTTP: | Bapeca npokci-cepeepy | | nopr |
2. Seaure: | 5 | |
sFP | B
4. Sodks: | |2 | |

[} 0aMH npokon-cepeep Ans BCeX NPOTOKONOS

McxnioqeHma

| = He mmonb30BaTh NpoKCU-CEpEeD ANA aApecos,

[ HaYHMHaUMXCA

-

localhost; 127.0.0,1; local.dpher. kiev.ua

Anpeca pasAenAnToR TOYKoM © sanAToln ().

Puc. 8. MNMapameTpun npokci-cepeepa

Cepepnosuile Java

Onsa 3anycky Java Web Start Application 3acTtocyBaHb 3 ypaxyBaHHSIM MpOKCi-cepBepa y Mepexi —
noTpibHO BHeCTM 3MiHM B HanawTyBaHHAX Java, Puc. 9.

D €§3 DPUABTREl ™
Jlyuwee COOTBETCTEME

|‘r;_ | Configure Java

——  KnaccH4eckos NpUAoHeHre

£ configure javal

Puc. 9. KoHdirypysaHHs java-cepenosuiia
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Y BiakpuTin «lMaHeni ynpaBniHHA Java» y Bknapui «General» noTpibHO HATUCHYTU KHOMKY
«Network Settings», Puc. 10.

| £ Java Control Panel — X

General Update Java Security Advanced

About
View version information about Java Control Panel.

About...
Metwork Settings

MNetwork settings are used when making Internet connections. By default, Java will use the netwaork
settings in your web browser, Only advanced users should modify these settings.

[ Metwork Settings... |

Temporary Internet Files

Files you use in Java applications are stored in a spedal folder for quick execution later. Only
advanced users should delete files or modify these settings.

Settings... View...

Java in the browser is enabled.
See the Security tab

CK Cancel Apply

Puc. 10. NaHenb ynpaBniHHA Java

SIKWO B Mepexi BUKOPUCTOBYETLCS MPOKCi-cepBep — BKasaHi Ha Puc. 11 nonga 6yayTb 3anoBHEHI.
LLlo6 goaatn NneBHi pecypcn y BUKKOYEHHS — MOTPibHO HAaTUCHYTU «Advanced».

Metwork Settings >

Cwerride browser proxy settings.

O |Ise browser settings

Address: |Aapeca Npokci | Port: |MopT Advanced...

[ ] Bypass proxy server for local addresses

(::l IUse automatic proxy configuration script
Script location:

() Direct connection

cares

Puc. 11. HanawTyBaHHA Mepexi

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
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Y po3wWnpeHnx HanawTyBaHHSAX MPOKCi-cepBepiB MNOTPiOHO 3anucaTu nepenik agpec-BUK/IOYEHDb,
T06TO, AOCTYN A0 kKX byae 3ailicHIOBAaTUCL 6€3 BMKOPUCTaAHHA Mpokci, Puc. 12.

Advanced Metwork Settings >
Type Proxy Address Fort
Http: |Adpeca npokci-cepeepa : |MopT
Secure:
Fip:
Socks:

Use same proxy server for all protocols

Do not use proxy server for addresses beginning with
localhost; 127.0.0. 1; local. cipher kiev.ua S

IUse semicolon () to separate entries.

Cancel

Puc. 12. HanawTyBaHHSA agpec-BUKIOYEHDb

CucteMHi HanawTyBaHHS hosts

Ons octaTtoyHoro pes3ynbTaTy NOTPIOHO BigpepaaryBaTtM cucTeMHui dann hosts, came sakuin
BiANOBIiAAE Yy CUCTEMI 3a B3aEMO3B'SA30K MiX iMEHaMM XOCTiB (CalTiB, By3/iB TOWO) Ta BU3HAUEHHS
ix IP-agpec ans 3abesnedyeHHs KiHLEBOMY KOpPUCTYBa4veBi 4OCTYyN A0 pecypcy.

®dann posTtawoBaHun B cucteMi (ans OC Windows) :C:\Windows\System32\drivers\etc\hosts.
Ons OC Linux ¢dann po3tawoBaHuii B /etc/hosts.
[Ons BHeceHHs 3MiH — B danni hosts goagaTtu psaok:

127.0.0.1 local.cipher.kiev.ua

36epertv 3MiHM B AOKYMEHTI.

3acToCcyBaHHSA 3axXMLleHUX HOCIIB y NepcoHanbHOMY cepBici AOBipYMX
nocnyr
Bctyn

Ons pobotn «lMepcoHanbHOrO CepBiCy AOBIpUYMX MOCAYr» i3 3aXULWEHMMMN HOCIAMN 060B'A3KOBUM €
BCT@HOBJIEHHS ApaliBepa 3axMLEHOro Ka4Y0oBOro Hocis abo cneuianbHOro Kopuctysaubkoro M3.

«MepcoHanbHWN cepBiC A0BIpUYMX MOCAYr» NiATPUMYE POBOTY 3 TAKMMKU HOCISIMU Y «aKTUBHOMY>» Ta
«MNAaCUBHOMY>» PEXUMI:

e ABTOp SecureToken-337 cepii.
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ABecT AvestKey.

EdiT Efitkey.
IIT Anmas.

IIT KpucTtan.

3acTocyBaHHS 3axuLLeHoro Hocist ABTop Secure Token - 337

Ons Hao4dHOi AeMOoHcTpaLii poboTh i3 3aXuLLEHNM HOCIEM Ta BCTAaHOBNEHHS AoAaTKoBOi 6ibnioTeku,
By MoXeTe neperngHyTM noeTanHy BiAEOIHCTPYKLUiO 3a NoCuMIaHHAM HanawTyBaHHA 3aXWULLIEHOrO
Hocisg ABTop Secure Token 337.

Ons pobotn «[llepcoHanbHOrO CepBiCy AOBIpYMX MOCAYr» i3 3axuleEHMMU Hociasmm ABTOp Secure
Token-337, HeobxigHi popaTtkosi 6ibniotekn Av33Z7CryptokiD.dll (x32/x64 y 3anexHocCTi Bif
po3psaHOCTi Bawloi onepauinHoi cucteMun Ta po3psaHocTi Java).

Oopnatkosuin .dIl dann MoxHa oTpumaTu y po3pobHMKA 3axULLEHOr0 HOCiA, kKoMnaHii AsTop, abo
3aBaHTaXWTW 3@ NOCUMIAHHAM, BKasaHi HMXYe, Ta PO3MICTUTU 3a LUIAXOM!:

e [na OC Windows x86 Ta Java RE x32 Av337CryptokiD.dll. bibnioTeky cnig po3mictutn y
AVPpeKTOopii, Ae iHCTanboBaHe cepenoBuule Java B KaTtasor bin, ckopiwe 3a Bce wnsax 6yae
Takum: C:\Program Files (x86)\Java\jre1l.8.0_181\bin.

e [na OC Windows x64 Ta ang Java RE x64 Av337CryptokiD.dll. bibnioTeky cnig po3Mictutn y
AVPpeKTOopii, Ae iHCTanboBaHe cepenoBuule Java B KaTtasor bin, ckopiwe 3a Bce wnsax 6yae
Takum: C:\Program Files\Java\jrel.8.0_181\bin.

Ons npopoBXeHHA poboTn, HeobxiaAHO mnoBepHyTUCA A0 «[lepcoHanbHOro cepBicy AO0BipuMX
nocnyr» Ta 3anoBHUTK BCi Nons:

e 3 Bunagatudoro cnucky obpatmn KHEAQM/ALCK, y skoMmy 6yno OTpMMaHO 3aXULLEHUIN HOCIN;
e O6patn Tun:

e [PKCS#11 npucTtpoi] — aKkTUBHUIN PEXUM;

e [PKCS#11 npucTpoOi] — NacuBHUN peXUM.

Y 3anexHocTi BiA TOro, UM CaMoCTiMHO By 3anucyBann KAOY Ha HOCIM (NAaCUBHUIN PEXUM), UM BXKeE
OTpUManu 3axuLlLeHNN HOCI 3 kNtoueM (aKTUBHUI peXunMm).

e Llinax go KOHTeMHepa — HeEO6XiAHO HAaTUCHYTU KHOMKY «...», Puc. 13;
e INaposb - Bkasatn PIN go 3axuweHoro Hocid. BaxxnnBo 3BepHYTU yBary Ha po3kiagky
KnasiaTypu.
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https://www.youtube.com/watch?v=5Elwzm-6a2w&t=0s&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&index=7
https://www.youtube.com/watch?v=5Elwzm-6a2w&t=0s&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&index=7
http://cipher.kiev.ua/files/Tokens/Author/337/x86/Av337CryptokiD.zip
http://cipher.kiev.ua/files/Tokens/Author/337/x86-64/Av337CryptokiD.zip

El MepcoHansHnil cepeic ADBIpYMK NoCayT - ¥

EN [MNepcoHanbHWIA CepBic OORIPYMX NOCMYT
_A Mpo nporpamy Yrpaitceka =

[na HaknagaHHA EMN HeobxigHO BMKOPWUCTOBYBATHM OCOBMCTMIA KAKOU.
B noTouHoMy pexumi MOXAWEa AWwe nepeeipka EM.

ALICK/KHEAD: ALCK/KHEAN 14] A®C -
Tun: [PKCS#11 NpucTpoi]-aKkTMEHBIA pexum -
LnAx A0 KOHTEfHepa: -

BKazyEaTW WARK 40 CepTUOIKaTY

Mapone:

KypHan nogiid BiamiHa | Ok ‘

Puc. 13. BkasiBka «lLUnsax oo KoHTenHepa»

Micna AoAaTKOBOro HanawTyBaHHA 3axuWeHWn Hocih 6yae Bigobpaxkatnucsa y cnucky nig'€egHaHmx
00 KoMn'toTepa HOCIiB, Y BikHi cepBicy «Bubip Hocig», Puc. 14.

[l Mepconanshnii cepsic gosipuix nocayr — »
1 [MepcoHanbHWIA CepBic A0BIPYMX NOCNyT
ﬁj MNpo nporpamy YICpa'I'HCI:Ka -
[na HaknagaHHA EMN HeobxigHO BMKOPWUCTOBYBATH OCOBMCTUIA KNHOY.
B noTouHo [5] BuSip nocia w peeipka ElM.

ALLCK/KHEATT: ‘ @. Avtor SecureToken 0 B -

Tun: ‘ ;‘;mm -

Lnax Ao KOHTEAHEpa: ‘ i -

| y
Bigmina

KypHan nogii Biamina | Ok |

Puc. 14. Cepsic «Bnbip Hocis»

AKLWO 3aXULLEHUN HOCI HE BMSIB/IEHO, 3BEPHITLCS A0:

e [locTadanbHMKa 3axXuULLEeHNX HOCIIB.
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e Po3pobHKMKa 3axMLEHNX HOCIIB.

e Po3pobHuka «lepcoHanbHOro cepBicy AOBIipYMX MOCNY».
Moganbwa poboTa «lepcoHanbHOro cepsicy AoBipumx nocnyr» 3 PKCS#11 npuctposiMuM MoOX/uMBa
TiNbKM NicNs MOBHOIM0 YCYHEHHS MUTaHb, NOB'A3aHMX 3 NpaBuM/IbHO PO60TOK 3axXMLEHUX HOCIIB.

Micna BCTaHOBNEHHS MporpaMHoro 3abe3nedeHHs Ans poboTu i3 3axMWEHWMM HOoCiMU, Ccnig
nepekoHaTUCs, WO onepauinHa cucteMa BusiBUNa ixX Ta Bigobpaxae B «[ucnetyepe yCTpONCTB».
Ons nepeBipkn HeobxiaHO nepenTtn «lMyck» -> «laHenb ynpaBneHus» -> «ncnetyep yCTponcrTe»
-> «SmartCard Reader».

3acTocyBaHHS 3axuilieHoro Hocisa "EFIT KEY"

Ons Hao4dHOI AeMOHCTpauii MOXHa nepernsiHyTM noeTanHy BIiAEOIHCTPYKLUil0O 3a MOCUNAHHSM
YcTaHOBKa Ta HajsawTyBaHHS 3axuiuieHoro Hociga EFITKEY.

HeobxigHO 3aBaHTaXMTW 3@ NOCUAAHHAM Ta BCTAaHOBUTK MNporpaMHe 3abe3neyeHHs ans pobotu i3
3axumweHnmm Hocismun EFIT KEY.

Ona npoaoBxeHHs poboTM, HeobxiAHO noBepHyTUCS A0 <«[lepcoHanbHOro cepsicy AO0BipuYMX
Mocnyr» Ta 3arnoBHUTKU BCi Nons:

3 Bunagato4doro cnucky obpatn KHEAM/ALCK, y sikomy 6yno OTpMMaHO 3axMULEHUI HOCIN;

O6patn Tun:

e [PKCS#11 npuUCTpOi] — aKTUBHUIN peEXUM;

e [PKCS#11 npucTtpoi] — NacMBHUN PEXUM.
Y 3anexXxHOoCTi Big TOro, UM CaMocCTinHO Bu 3anncyBanu K4 Ha HOCIN (NAaCUBHUI peXnm),
UM BXKEe OTpUManu 3axmeHnin HoCin 3 KtoYeM (aKTUBHUN PEXUM).

LWinsax go koHTeliHepa — HeobXiAHO HAaTUCHYTU KHOMKY «...», Puc. 15;

Maponb - BkazaTtu PIN Ao 3axuwieHoro Hociga. BaXxnnBo 3BepHyTU yBary Ha po3K/aaKy

KnasiaTypu.
MepcoHansHUi CEpBIC ADBIPYMK NOCTYT — *
[VIE [NepcoHanbHWIA cepBic OOBIPYNX NOCMYT
E MNpo nporpamy Yikpaitceka v

[na HaknagaHHa EMN HeoBxigHO BMKOPWCTOBYEATH OCODUCTUIA KNHOY

B noTOUHOMY pEXUMI MOXAWBa AWwe nepesipka EN
ALICK/KHEAON ALCK/KHEAN 144 A®C b
Tun [PKCS#11 npucTROI]-2KTMEHBIA PEXHM -
LlnAx A0 KOHTEHHEpa -

BKazyeatu WARX 40 CepTUdIKaTy

KypHan nogii Biamina Ok

Puc. 15. BkasiBka «LLUnsax Ao KoOHTenHepa»
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https://www.youtube.com/watch?v=QlD61xQPVDk&t=0s&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&index=6
http://cipher.kiev.ua/files/Tokens/EfitKey/EfitKeysTool.zip

Micna 4oAaTKOBOrO HasalwTyBaHHS 3axXuWeHWn Hocin 6yae Bigobpa)katnucsa y cnucky nig’€egHaHmx
00 KoMn'toTepa HociiB y BikHi cepBicy «Bubip Hocis», Puc. 16.

[VI_E [NepcoHansHWIA Cepaic [0BIPYMX NOCyr
K_ﬁ Mpo nporpamy ¥YkpaiHceka v
Nna HaknaganHa EMN Heo6xigHO BMKOPWUCTOBYBATH OCOBMCTUIA KU
B notouHo Bubip Hocia w peeipka E
ALICK /KHE/N @. HitTechnologies EfitKey O -
Tun B b
LLI A0 KOHTEMHepa b
o
Bigmina
HypHan noaii BigMiHa Ok

Puc. 16. Cepsic «Bubip Hocia»

AKLWO 3aXULLLEHUNA HOCI HE BUSIBIEHO, 3BEPHITHCS A0:

e [locTayanbHuKa 3axXULLLEHUX HOCIIB.

e Po3pobHKMKa 3axXMLEHNX HOCIIB.

e Po3pobHuka «lepcoHanbLHOro cepaicy AOBIpUMX MOCNY».
Moganblwa poboTa «lepcoHanbHOro cepeicy AoBipumx nocnyr» 3 PKCS#11 npuctpossMu MoX/uBa
TiNbKM NicNs MOBHOM0 YCYHEHHS MUTaHb, NOB'A3aHMX 3 NMpaBUIbHO PO60TOK 3aXMLLEHUX HOCIIB.

Micna BCTaAHOB/IEHHS NporpaMHoro 3abesmnedyeHHs Ana poboTu i3 3axXUWEHMMUM HOCISIMKM, Cnig
nepekoHaTUCH, WO onepauifnHa cucTteMa BugaBWIA iX Ta Bigobpaxae B «[lucnetyepe yCTPOUCTB».
Onsa nepeBipkn HeobxiaHO nepenTtu «lyck» -> «laHenb ynpasBneHusa» -> «ucnetyep ycTponcrs»
-> «SmartCard Reader».

TOCYBAHHS eNeKTPOHHOI0 KoY Mas-
3acTocyBa eneKTPoHHOoro kntoya "Anmas-1K"

Ona Hao4yHOi AeMoHCTpauil Bu MoxeTe nepernsgHyTM MnoeTarnHy BiAeOIHCTPYKUiO 3a MOCUIaHHAM
HanawTyBaHHA Ta poboTa 3 enekTpoHHUM kntodeM "Anmas-1K" y MNepcoHasbHOMY CepBiCi A0BipYNX
nocnyr.

HeobxigHO 3aBaHTaXXMTU 3@ MNOCUAAHHSAM Ta BCTAHOBUTU nporpamMHe 3abe3neyeHHs ans pO6OTVI 3
E€NNEKTPOHHUM KJTIOYEM «Anmas-1K», TaK gK gaHe 3aCTOCyBaHHA AONOMarae KepyBath enekKTpoHHUM
KJTIOYEM.

Ans NpoaoBXeHHs1 po60Tn, HeobXigHO 3aKpUTU BULLEBKA3aHi 3aCTOCYBaHHS Ta MOBEPHYTUCA A0
«lepcoHanbHOro cepBicy A0BipYMX MOCAYr», Ae CNiA 3anoBHUTW BCi Nons:
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https://www.youtube.com/watch?v=8HTD9qCVhI8
https://www.youtube.com/watch?v=8HTD9qCVhI8
http://cipher.kiev.ua/files/Tokens/Almaz-1K/EKAlmaz1CInstall.exe

3 BMnagar4oro cnmucky obpatn KHEAQM/ALICK, y skomy 6yno oTpMMaHO 3axULLEHM HOCI;

O6patn Tun:

e [PKCS#11 npucTpoi] — akTUBHUI peXunMm;

e [PKCS#11 npucTpoi] — MacMBHUIN peXMUM.
Y 3anexXxHOoCTi Big TOro, 4M CaMocCTinHO By 3anncyBanu KoY Ha HOCIM (MacMBHUN peXuMm),
UM BXXEe OTPUManK 3axmULEHNI HOCIM 3 ktoyeM (aKTUBHUNA PEXUM).

LWinax Ao KOHTeliHepa — HeObXiAHO HAaTUCHYTU KHOMKY «...», Puc. 17;

e [Maposnb - Bkasatu PIN o 3axuwieHoOro Hociga. BaxnmBo 3BepHYTM yBary Ha po3Kiaaky
KnasiaTypu.

El MepcoHansHWA CEPBIC A0BIPYMX NOCAYT — hd

[NepcoHanbHWIA cepBic OOBIPYMX NOCYT

PO Nporpamy ¥epaiHceka v

Ana HaknagaHHa EMN HeobBXiAHO BMKOPWCTOBYBATHM OCOBKCTUA KAKOY

B noTouHomy pexiimi Moxnwnea aviue nepesipka EM
ALICK/KHEAN ALCK/KHEAN 144 A®C hd
Tun [PKCS#11 NpUCTROi]-aKTHEHBIR PEXHM b
LLnAx A0 KOHTEHHEpa -

Bkasyeati WAAX A0 CEpTUdIKATY

HypHan noaii BiamiHa Ok

Puc. 17. BkasiBka «LUnsax oo KoOHTenHepa»

Micna AoAaTKOBOrO HanawTyBaHHSA 3axuWeHun Hoci 6yae sBigobpaxkatucsa y cnucky nig'eaHaHnx
A0 KoMmn'toTepa HociiB y BikHi cepicy «Bubip Hocis», Puc. 18.
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- rj [NepcoHanbHWIA CepBIC AOBIPYMX NOCNYT
K@J [lpoc nporpamy

Ina HaknagauHa EN HeoBxIAHO BUKOPWCTOBYBATHM OCOBUCTHA KK

YepaiHceka ¥

B notouHo [5] Buéip Hocis % EBipka El
ALLCK/KHELNMN @. Ekey_Almaz-1C_Slot -
Twn MM -
LLinAx A0 KOHTERHepa hd

QK Biamina
AypHan nogii BigmMiHa Ok

Puc. 18. Cepsic «Bubip Hocia»

AKWO 3axXULLLEHUA HOCI HE BMSIBIEHO, 3BEPHITLCS A0:

e [locTayanbHMKa 3axXuLLEHUX HOCIIB.

e Po3pobHuKa 3axmeHnX HOCIIB.

e Po3pobHuka «lepcoHanbHOro cepsicy AOBIipUMX MOCNY».
Moganblwa poboTa «lepcoHanbHOro cepeicy AoBipumx nocnyr» 3 PKCS#11 npuctpossMu MoX/uBa
TiNIbKX NiCN8 NOBHOIMO YCYHEHHS NUTaHb, MNOB'A3aHUX 3 NpaBUIbHOK pobOTO 3axXMULLEHNX HOCIIB.

Micna BCTaHOBMIEHHA NporpaMHoOro 3abesnedeHHs Ana poboTu i3 3aXUWEHMMU HOCISIMKM, Cnig
rMepeKkoHaTucCs, WO ornepauinHa cucteMa BusiBUAa iX Ta Bigobpaxkae B «[ucnetyepe yCTpPOWCTB».
Ons nepeBipkn HeobxigHo nepenTtn «lMyck» -> «[lMaHenb ynpaBneHus» -> «ucnetyep yCcTpomcTe»
-> «SmartCard Reader».

3acTocyBaHHS eneKkTpoHHoro ktoya "Kpucran-1"

Ons Hao4dHOI AeMOoHcTpauii Bn MoxeTe nepernsHyTM NoeTanHy BiAEOIHCTPYKUIIO 3@ MOCUNAHHSAM
HanawTtyBaHHS Ta poboTa 3 enekTpoHHMM katodeM "Kpuctan-1" y MNepcoHanbHOMY CepBiCi A0BipYMX

nocnyr.

HeobxiAHO 3aBaHTaXUTW 3a MOCWAAHHSAM Ta BCTAHOBWUTW MporpaMHe 3abesneyeHHs ans po6oTu 3
€NeKTPOHHUM KJtoyeM KpucTan-1, Tak gK AaHe 3acTOCyBaHHS AOMOMara€ KepyBaTW €NeKTPOHHUM
KJTIOYEM.

Cnia 3ayBaXxXuTu, WO KJOYi Ha AAHOMY 3axXULWEHHOMY HOCii MOBUHHI 6yTW 3reHepoBaHi y pexuMi
cyMmicHocTi 3 PKCS#11. Lle HeobxigHo ana pob6oTu Hocia y [lepCcoHanbHOMY cepBiCi AOBipYMX
nocnyr, akwo Baw Hocin He BigobpaxaeTbcsa, cnig 3BepHyTuca go Baworo KHEAM/ALUCK Ta

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTtauii

CropiHka: 17 n3 64


https://youtu.be/jV9rsKjX5j4
https://youtu.be/jV9rsKjX5j4
http://cipher.kiev.ua/files/Tokens/Crystal-1/EKeyCrystal1Install.exe

34iMCHUTU NepereHepauito Kaw4va y pexumi cymicHocti 3 PKCS#11 ana pobotm B aKTUBHOMY
pexxumi.

Ons npoaoBxeHHsT poboTn, HeobXigHO 3aKpUTWM BULLEBKA3aHi 3aCTOCYBaHHS Ta MOBEPHYTUCS A0
«[MepcoHanbHOro cepsicy AOBIpUYMX MOCNYr», Ae 3arnoBHUTU BCi NONS:

e 3 Bunagatudoro cnucky obpatm KHEAQM/ALCK, y skoMmy 6yno OTpMMaHO 3aXULLEHUIN HOCIN;

e Ob6patn Tum:

e [PKCS#11 npucTtpoi] — akTUBHUIN PEXUM;

e [PKCS#11 npucTpoi] — macMBHUIN peEXUM.
Y 3anexHocCTi Big TOro, 4n caMocCTiinHO Bu 3anncyBanu KoY Ha HOCi (NaCUBHUN pexunMm),
UM BXE OTPUMaN 3aXULLEHUIN HOCIN 3 Kto4YeM (aKTUBHUIN PEXUM).

e Lllnsx go KOHTeiHepa — HeobXiAHO HAaTUCHYTU KHOMKY «...», Puc. 19;

e INaposb - Bkasatn PIN go 3axuweHoro Hocig. BaxnBo 3BepHYTM yBary Ha po3Knagky
KnasiaTypu.

El MepcoHaneHWil CepBic AoBipYMx NoCayT - bt

@1 MepcoHanbHuWiA CepBic AOBIPUMX NOCHyYT
A4

po Nporpamy YkpaiHceka -

1A KAHOY

ALICK/KHEL ALICK/KHEAN 144 A®C b

Tun [PKCS#11 npUcTROI]-3KTUEHEIA PEXM i

Bkasyeatu WARX 40 CEpTHOIKaTY

HypHan nogii Bigmina Ok

Puc. 19. BkasiBka «LLUnsx oo KoHTenHepa»

Micns A4oAaTKOBOrO HanalwTyBaHHS 3axueHui Hocin 6yae BigobpaxkaTucs y CnMcKy nig'€aHaHux
00 KoMn'toTepa HoCiiB y BikHi cepBicy «Bubip Hocis», Puc. 20.
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E_i.':.'-.“:- A CEpBIC AOBIRY -'.'Z". -
lﬁj [NepcoHansHWIA CepBIC O0BIPYXX NOCNYT
0
L]

‘ po nporpamy YkpaiHceka -

[na HaknagaHHa EM HeobXigHO BUKOPWCTOBYBATH OCOBKMCTHIA KAKOY

B NOTOUHO [] Buip Hocis % pBipKa El

ALCK/KHEA @. E.key Crystal-1_Slot | =

Twn ne b
| LllnAx A0 KOHTEMHepa -
i L
i
i

Ok Bigmina
Maponks
HypHan nogii Bigmina Ok

Puc. 20. Cepsic «Bubip Hocia»

AKWO 3axXULLLEHUA HOCI HE BMSIBIEHO, 3BEPHITLCS A0:

e [locTadanbHMKa 3axXULLEHNX HOCIIB.
e Po3pobHuKa 3axmLEeHMX HOCIIB.
e Po3pobHuka «llepcoHanbHOro cepeicy AOBipUMX NMOCYr>.

Moganblwa poboTa «lepcoHanbHOro cepeicy AoBipumx nocnyr» 3 PKCS#11 npuctpossMu MoX/uBa
TiNIbKX NiCN8 NOBHOIMO YCYHEHHS NUTaHb, MNOB'A3aHUX 3 NpaBUIbHOK pobOTO 3axXMULLEHNX HOCIIB.

Micna BCTaHOBMIEHHS NporpaMHOro 3abesnedeHHs Aa8 poboTu i3 3axXMWEHUMMK HociaMu, cnig
rMepeKkoHaTucCs, WO ornepauinHa cucTteMa BusiBUAa iX Ta Bigobpaxkae B «[ucnetyepe yCTPOWCTB».
Ons nepeBipkn HeobxigHo nepenTtn «lMyck» -> «[lMaHenb ynpaBneHus» -> «ucnetyep yCcTpomcTe»
-> «SmartCard Reader».

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
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Po6ota 3 lNepcoHanbHUM CEpPBiCOM AOBipUYMX Nocnyr

3anyck

1. CraptoBe BikHO NepcoHanbHOro cepBicy AOBipUMX nocnyr y Beb-b6paysepi Burnagae tak, Puc.
21.

E Knient ans "lNepcoHanbHuK cepBic aoBipunx nocayr” 3'eAHAHHA 2 CEBICOM
5 TOB Caiidep BIC BIACYTHE
||:| PYC  ENG
[lna poboTtn HeobxigHo 3aBaHTaxuTK Java Web Start Application 3a nocunanHAM

'TlepcoHanbLHWIA CepBIC A0OBIPYMX NOCAyT

Puc. 21. CrapTtoBe BikHO MepCcoHanbHOro cepBicy A0OBIpUYMX NOCNYT

2. Mpw nepwomy 3anycky noTpi6bHo obpaTtn nyHKT «OTKpbITb B Java (TM) Web Start Launcher»,
Puc. 22.

OTkpeiTue «sjwsa-dev-preview,nlp= x

Bl coBupaeTecs oTKpPRITE:

[ £:| sjwsa-dev-preview.jnlp
saenAwniAca: INLP daiinom (282 Baiir)

U3 https://cipher.kiev.ua

Kak Firefox cneayer obpabotare 310t daiin?
@ |

() CoxpaHnTe daiin

Java(TM]) Web Start Launcher (no ymonyadum) e

[ ] BeinonHaTe aEToMaTMYECK 4nA BCex alinoe gaHHoro Tuna,

QK Ormaena

Puc. 22. 3anyck jnlp-danny

Ona 3anobiraHHa NosiBM Takoro AiasoroBoro BikHa npu nojanblimx 3anyckax «lepcoHanbHoOro

cepBicy [OBipuYMX MOCNyr», Cfif4 BCTAaHOBUTU MO3HAUKy «BbIMONMHATL aBTOMaTUUECKW ANS BCeX

¢dannoB gaHHoro Tuna». Hatuckaemo «OK».,

3. MoxHa HaTucHyTn «CoxpaHutb dann», Toai dpann byae 36epexHo, Moro cnig BigkpuTU
3acobamu Java-mMawunHu, gka nonepeaHbo 6yna BCTaHOBAEHa Ha KoMN'toTepi. [na KOpeKTHOi
pob6oTu, HeobxigHO NonepeaHbO BCTAaHOBUTM Java 8 Bepcii, Ta oHoBAOBATH ii.

BuHukae noMwunka npu 3aBaHTaxeHHi jnlp-danny 3 Beb-CcTOpiHKM «[lepCcoOHanbHOro cepsicy

AoBipunx nocnyr» y 6paysepi Google Chrome, ane HeobxigHO HaTUCHYTU «CoXpaHUTb» Ta

BiAKPWUTK 3aBaHTa)keHuin dann, Puc. 23.

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
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Paidn 370M0 TMNA MOMET HAHECTY BPEA KOMNBIOTERY.
A o Coxpanuts OTmennTe Nnepegauy Mokazats Bee x
Bce pasHo coxpaHuTe sjwsa-dev-preview,jnlp?

Puc. 23. NoBigoMneHHs Npu 3aBaHTaxeHi jnip-danny y 6paysepi Google Chrome

AKWo BCTaHOBNEHa onepauiriHa cuctema Windows XP, To 3 oCTaHHiMM BepcisMu Java,

«MepcoHanbHWUI CepBIC AO0BIpYMX NOCNYr» MpPaUOE HEKOPEKTHO, TOMY CNi4 3aBaHTaXWTu 3a
nocunaHHsam jre-8ulll-windows-i586.exe Ta BCTAaHOBUTM caMe L0 BepCito.

4. Tlpwn ctapTi «lNepcoHanbHOro cepeBicy AOBIpYMX MOCNYr» BUHMKAE NONepea)XeHHS 3 AKUM
HeobXxigHO 03HaNOMUTUCSA Ta MIATBEPAUTM 3anycK nporpamu. NpaBUAbHUMU 3HAYEHHSIMU TaKKX
napametTpiB ik, Name, Publisher Ta Location noBuHHiI 6yTK, K BKa3aHo Ha Puc. 24.

Fa

I
Do you want to run this application?

Name: lNepcoHanbHWi cepBic QOBipUMX NoCnyT

Publisher: Cipher BIS, LLC

Location: https://cipher.kiev.ua

This application will run with unrestricted access which may put your computer and personal
information at risk. Run this application only if you trust the location and publisher above.

[ ] Do not show this again for apps from the publisher and location above

g More Information

Puc. 24. THdopmMauis Big Java npo BmaaBus «lepcoHanbHOro cepBicy AOBipUMX NOCAyr»

Cancel

e -

Micna o3HanoMneHHa 3 iHdopMaui€e npo BuAaBuUSA Java-3acTocyBaHHA «[lepCOHanbHUN CcepBic
AOBipUYMX NOCYr» - yCMilWHO 3anyCKaETbCA.

5. HacTynHuM KpOKOM € BiaKpUTTS «[lepCOHanbHOro cepsicy A0OBipUux nocnyr», Puc. 25.

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
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[Z] Mepconanenuii cepeic gosipumx nocayr — >

Iﬁj [lepcoHansHWI cepiic AOBIPYNX NOCNYT
EJ PO nporpamy l YkpaiHceka =
llna HaknanaHHA EMN HeoBXiAHO BUKOPWCTOBYBATM OCOBMCTMIA KAKOY
B noTouyHOMYy pexumi MOXAWBa nvile nepesipka El
ALICK/KHEAN ALCK/KHEAN 144 A®C v
TN [©aiin Ha gWcky] -
Lnax A0 KOHTEHHepa *

BKazyeamv WAAX 40 CepTHdIKaTy

Hypran nogii BigmiHa Ok

Puc. 25. ®opmMa 3aBaHTaXXeHHSA 0cobmCToro Koua

Ons noganblwoi pob6oTn Heo6XiAHO NpaBUILHO BBECTU AaHi, a came:

e O6patn 3 nepeniky KHEAQM/ALCK (LeHTp cepTudikayii knrouiB), y skomy 6yno
OTPMMaAHO 3axXULLEHWNI HOCIM Yn KNod, Puc. 26;

Mepenik KHEAMN/ALICK, ski niaTpuMmyrlotbca <«lMepcoHanbHUM cepBIiCOM AOBipuYMXx
nocnyr»:

KHEAN/ALUCK 144 A9C;

TectoBuin LCK IIT;

TectoBumn LLICK Calidep;

Tectosun LCK Candep (npokci);

KHEAM/ALCK MAT «KomepuinHun 6aHk «MpuBaTbaHK»;
KHEAM/ALCK MAT «OwaabaHk»;

KHEAM/ALCK TOB «LleHTp cepTudikauii KAo4iB «YKpaiHa».

Mpumitka. NMoBHY iHpOpMaLUilo MOXHa NepernsHyTM 3a NOCUSTaHHSAM:
https://docs.cipher.kiev.ua/pages/viewpage.action?pageld=8618204

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTtauii

CropiHka: 22 n3 64


https://docs.cipher.kiev.ua/pages/viewpage.action?pageId=8618204

[Z] Mepconanenuii cepeic gosipumx nocayr — x

ﬁ“ [lepcoHanbHW cepeic A0BIpYMX nocnyr
|
M _A [lpo nporpamy YkpaiHceka ¢

Jna HaknagaHHA EMN HeoBxigHO BUKOPWCTOBYBATHM OCOBMCTWIA KAHIU.
B noTouyHOMY pexumi MOXAWBa nvile nepesipka ElN.

ALICK/KHEA: ‘ AUCK/KHEAN 140 A@C - ‘

o AUCK/KHEAN MAT KB "MPABATEAHK"

ALCK/KHEAN 1OA A@C

LWnax A0 KOHTEAHEpa: _
TectoemK LWCK 1T

AUCK/KHEAN MAT "OwaabaHk"
ALCK/KHEAN TOR "Lentp cepTudikawii kntodie "YrpaiHa"

TecToewid LLCK Calidep

Mapont:
Tectoewid LCK Caidep (npokci)
| I |
Hypran nogii BigmiHa | Ok |
Puc. 26. Bubip KHEAM/ALICK
O6patn Tun:

[®ann Ha aucky] — Ans KAK4Y0BOro KOHTenHepa, Puc. 27;

[PKCS#11 npuCTpOi] — aKTUBHUI PEXUM;

[PKCS#11 npuCTpoOi] — NAacMBHUI peXnUM.

Y 3anexHocCTi Big TOro, Yn caMocCTiMHO Bu 3anncyBanu K04 Ha HOCI (NaCUBHUNA pexuMm),
UM BXXe OTPUManK 3axmLLEHNIA HOCIM 3 kodveM (akTUBHUM pexunMm), Puc. 28.

Mepenik 3axXuULLEeHNX HOCIIB:

ABecT AvestKey.

EdiT EfitKey, BigeoiHCcTpyKUis.

Autor SecureToken-337, BiAEOIHCTPYKLiS.
IIT AnmMas BigeoiHCTpYKLUif;

IIT Kpuctan, BiAeoiHCTPYKLiS.

3axuLWweHnin HOCIN, SKNIM He NIATPUMYETbCA «[1epCoHanbHMM CEPBICOM AOBIipYMX NOCAYI»:

Plasticard TEllipse;

MpumMitka. NMoBHY iHpOpMaLUito NPO 3aCTOCYBaHHSA 3aXULLEHUN HOCIiB ¥y «[lepcoHanbHOMY CepBiCi
AOBIpUYMX MNOCAY», MOXHA NEPErnsHyTM 3@ NOCUNAHHSM:
https://docs.cipher.kiev.ua/pages/viewpage.action?pageld=8618414
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https://www.youtube.com/watch?v=QlD61xQPVDk&index=6&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&t=0s
https://www.youtube.com/watch?v=5Elwzm-6a2w&index=7&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&t=0s
https://youtu.be/Gwbqh39j8sE
https://youtu.be/35TNRoBZ4xk
https://docs.cipher.kiev.ua/pages/viewpage.action?pageId=8618414

El MepcoHansHWA CEREIC AOBIPYWX NOCAYT — x

Q

[lepcoHanbLHWIA CepBiC OOBIPYMX NOCNYT

lpo nporpamy | YepaiHceka v |

lna HaknagaHHa ElN HeobxigHO BMKOPWCTOBYEBATK OCOBMCTMIA KA.
B noToyHoMy pexwmmi MOXNWEa Ve nepesipka ETN.

ALUCK/KHEAT: | ALICK/KHEAMN 104 A®C - |

Tun: [@ain Ha gucky] -

LUAR% A0 KOHTERHEpPA: LI R G | |

[PKCS#11 npucTpoi]-NacuBEHWIA pexum

[PKCS#11 NpucTpOi]-2KTHEHBIR pEXUM

Mapone: 4

AypHan nogii || BigmiHa H Ok l

Puc. 27. Bnbip Tuny ans KIt04OBOro KOHTENHepy

El MepcoHaneHWA cepBIc AOBIPYXX NOCTYT — >

[NepcoHansbHWIA cepaic AoBIpYUX Nocnyr

Mpo nporpamy | Vkpaiiceka v |

AnAa HaknaaaHHA EMN HeobxigHO BUKOPWCTOBYBATM OCOBMCTHIA KNHOY.
B notoyHomy peximi MOXNWEa Avwe nepesipka ET.

AUCK/KHEAR: ALCK/KHEAN 144 A®C - |

Tur: [PKCS211 NpucTpol]-NacMEHMA paxkumM -

LLINAX 4O KOHTElHepa: [®adn Ha Ancky] ‘ |

[PKCS#11 NpUcTPOI]-NMacMEHWIA pexcimM

[FKCS211 NpUCTROI]-2KTHEHBIA pPEXUM

Mapoank: /i

HypHan nogii | | Bigmina | [ Cle l

Puc. 28. Bnbip Tuny ansa 3axuLeHoro Hocis
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e BkaszaTtu LUnsax 4O KOHTeHHepa — HEOOXiAHO HAaTUCHYTN KHOMKY <..s®» Ta BKa3aTu
MicLe3HaxoaKeHHs ans danny:

e Akwo ue dann - BiAKPUBAETbCSA «BigKpUTN KOHTENHEP», Y SIKOMY HEObXiAHO BKa3aTu
MiCLe3HaXO4XEHHS K/0OYOBOro KoHTenHepa, Puc. 29. Cnig 3ayBaxutu, wo dann
HeobXiAHO PO3MICTUTM Y KOPEHi ANCKY, UM Yy Manui, aKa MiCTUTb UNDPU YN NATUHCHKI
nitepum;

e  SKLWO Le 3axXMLLEHNI HOCIh — BiAKPUBAETLCS BiKHO «Bubip HOCiS», y akOMy HeobXxigHO
obpaTu nia’egHaHnin 3axuweHnin Hocin, Puc. 30.

El MepcoHaneHWA CepBic A0BIPYWE NoCayT — x
lﬁj [NepcoHanbHUIA cepBic JOBIPYMX MOCHyr
E'J pPC nporpamy YxpaiHcexa &

Jna Haknaganus ElN HeoBxigHO BMKOPWCTOBYEATM OCOBMCTVIA KoY
B noTOYHOMY peXumi MOXNWEa AKwWe nepesipka EMN

ALCK/KHEAN AUCK/KHEAN 144 ADC b
Tun [©ain Ha gucky] -
LinAx 4o KOHTEHHepa: | DA\Key-6.dat b

BKa3yBaTh WARK 40 CEPTHQIKATY

apofk

AypHan nogid BigmMiHa Ok

Puc. 29. None Wnax Ao koHTenHepa anga danny
| Bl Bu6ip nocia

@. Ekey_Almaz-1C_Slot

QK Bigmina

Puc. 30. None LLUnax Ao KOHTeNnHepa ANs 3aXULWEHOro HOCIS

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
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e BkasyBartu wisix 4o ceprugpikary — no3Hauka, sika Aa€ 3MOry aktmpysaTu none «Lnsx
Ao cepTudikaTy» Ta roro BkasaTtu, Puc. 31. lNepenbaueHo ansa aeskux 3 KHEAM/ALUCK, wo
He 3abe3neuytoTb cepBic CMP (Hanpuknag KHEAOM/ALCK TOB «LeHTp ceptudikauii knouis
«YKpaiHa»), ToMy HeobxigHO CaMOCTiIMHO BKasyBaTu daiin cepTudikaTty BiAKPUTOro Kstouya.
Ceptudikat noTtpibeH ans oTpumMaHHs iHdbopmauii npo BnacHuka EMN npwn nignncaHHi

OOKYMEHTIB.
El MepcoHaneHWA CEpBIC A0BIRYWX NOCYT — >
Iﬁj [lepcoHanbHWIA cepBic QOBIPYUX MOCIYT
EJ pO Nporpamy VkpaiHceka v

[na HaknaganHa ElN HeobXIAHO BMKOPWCTOBYBATH OCOBMCTMIA KAKOY

B noTouyHOMY pexumi MOXIWEa nvile nepeeipka El
ALCK/KHEAN AUCK/KHEAN TOB "LleHTp cepTudikaii K.. hd
T1n [Main Ha gucKy] -
Ulnax go koHTeRHepa: | DAKey-6.dat -

Brazyeami WAAX 40 cepTudiKaTy

LnAx 40 cepTHgIKaTy

=
at]
4

[aponk

AypHan nogii Bigmina Ok

Puc. 31. No3Hauka BkasyBaTu wnsax go ceptudikarty
e Bkasatu Wnsax go ceprrgpikaty — BKasyeTbCa 3a HeobxigHOCTI, nuwe ansa danny (3a
YMOBM SKLWO NonepefHbO BCTaHOBNEHO NO3HauKy «BkasyBaTu wnax Ao ceptudikarty»).

HeobxiAHO HATUCHYTU KHOMKY <«..s», BiAKPMBAETbCA BiKHO «BkasaTn cepTudikaT», gani
BKA3YETbCA MiCLEe3HaxoAXeHHs cepTudikaty, Puc. 32.
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E| MepcoHansHWIA CEPBIC AOBIpYMX NOCTYT — x

| ' [NepcoHansbHWIA cepBic OOBIPYMX Nocnyr
k. . J Mpo nporpamy | YkpaiHcexa v ‘

Ana HaknagaHHA EMN HeobXigHO BUKOPWCTOBYBATM OCOBWUCTWIA KA.
B notouHomy pexiimi MmoxnwBa Avwe nepesipka EN.

ALCK/KHEAIT: | ALICK/KHEAN TOB "UeHTp cepTUdikauil k... - |
Tumn: | [Dain Ha AWCKY] - |
LWnAx A0 KOHTERHEpa: | Dr\Key-6.dat - | ‘ |

V| Brazyeami wasx Ao ceprudikaty

WinAx A0 cepTUhIKaTy: | D\CertificateSM5777391.cer - | ‘ |

Mapone: /i

HypHan nogid || BigmiHa H Ok l

e Baectu Maposib — BBECTM Naposib A0 danay 4m 3axmLLEHOro Hocis. Baxnmeo 3BepHyTH

Puc. 32. None Wnsax go ceptudgikaty

yBary Ha po3kfazky knasiaTtypu, Puc. 33.

El MepcoHaneHWi cepeic AOBIPYME NoCyT — >
| ' [NepcoHanbHWIA cepaic QOBIPYKMX NMOCIYT
| J Mpo nporpamy | YkpaiHceka v |

lna HaknanaHHa ElN HeobxigHO BMKOPWCTOBYBATK OCOBMCTUIA KNKOU.
B noTouHomy pexumi Moxavea nvwe nepesipka EM.

ALUCK/KHEAOT: | ALCK/KHEAN TOB "LleHTp cepTudikauil k... - |
Tun: | [Daiin Ha ancky] - |
Wnax 80 KOHTERHEPA: | D\ Key-6.dat - | | |

|z| Brazyeat WARX A0 CepTMQiKaTy

Linax o cepTUgIKaTy: | DACertificateSNST77391.cer - | | |

Maponk:

----...CC| | /i

| HypHan nogii | | BigmiHa | l Ok l

Puc. 33. None ana BBeAeHHS Napoat ansa danay 4m 3axMLEHOro HOCis

3aronoBok: [lepcoHanbHWiA cepBic AOBipUMX Nocnyr. HacTaHoBa 3 yCTaHOBKM Ta
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Bubip kntoua EN — cbanny

Ons HaknagaHHs EIN HeobxigHO BUKOpuCTOBYBaTM ocobucti kntoui. be3s knwua EMN, MoxHa nuwe
nepesipuTn gann 3 nignnucom.

CrapTtoBe BikKHO «[lepCOHanbHOro cepBicy AOBipYMX NOCNyr» MicTuTb popmy Bnbopy KHEAM/ALCK
Ta ocobucroro kntoya EN, Puc. 34.

El MepcoHaneHWA cepBIc A0BIPYWK NOCAYT — et
rﬁj [NepcoHanbHUIA cepBic AoBIPYMX NOCnyr
M‘J Mpo nporpamy YepaiHceka — «

[na naknaganda EMN HeobxigHO BMKOPWCTOBYBATH OCOBMCTMIA KAHOY

B noTouHomy pexuMi Moxnvea avwe nepegipka EN
ALICK/KHEAT ALICK/KHEAN 144 A®C d
Tun [@aiin Ha aucky] v
LAAX A0 KOHTEHHEPS v

BkazyeatH WAAX 40 CepTMOIKATY

HypHan nogii BiamiHa Ok

Puc. 34. CrapTtoBa ¢opMa «llepcoHanbHOro cepsicy AOBipYMX NOCAYr»

e KHEAIN/ALCK - cnip obpaTn 3 BMNagauoro CNnucKy LUeHTp cepTudikadii kntouis, Wo
Buaasas kntod ElN kopuctysauy, Puc. 35.

Mepenik KHEAN/ALCK, ski niatpuMmyrlotbcs «lMepcoHanbHUM cepBICOM AOBipuYMXx
nocnyr»»:

KHEAOM/ALUCK 1440 A®C;

Tectosui LICK IIT;

Tectosuin LUCK Calidep;

TectoBuii LICK Caticdep (npokci);

KHEAM/ALCK MAT «KomepuinHun 6aHk «MpuBaTbaHK»;
KHEAOM/ALCK NAT «OwanbaHk»;

KHEAM/ALCK TOB «LeHTp cepTudikauii kntodis «YkpaiHa».

MpumMitka. NMoBHY iHpOpMaUilo MOXHa NepernsHyTU 3a NOCUIAHHSAM:
https://docs.cipher.kiev.ua/pages/viewpage.action?pageld=8618204
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[F] Mepconanerwii cepeic aoBipuix nocayr - et

EI\ [NepcoHanbHUIA cepBiic OOBIPYKUX MOCNYT

) 4 Mpo nporpamy ¥kpaiHceka v

[na HaknapanHa EMN HeobxigHO BMKOPWCTOBYEATM OCOBUCTHIA KAHOU,
B noTouHoMy pexumMi MOXNWEa AWLle nepesipka EN.

ALCK/KHEAN: I AUCK/KHEAN 144 A®C b l

AUCK/KHEAN MAT KB "MPHUBATEAHK"

ALICK/KHEAN 144, A®C

TectoBui LLCK 1T

Tun:
LWnax Ao KoHTERHepa:
AUCK/KHEAN NAT "OwagbaHk"

ALCK/KHEAM TOB "LeHTp cepTrdikauil knrouie "YkpaiHa"

TectoeniA LICK Calidep
Maponk: .
Tectoeni LICK Caidep (npoka)

[ HypHan nogii il BigmiHa ]

Puc. 35. Bubip UeHTpa cepTudikauii knwouis

e Twnn — obpaTu i3 BUNagaro4oro nepeniky TUmn Ka4YoBOro HOCIS, SSKNMIA BUKOPUCTOBYETLCS AN
36epiraHHa ocobucroro kntoda EMM.

dann Ha aucky - ocobuctuin knatod 36epiraetbcsa y Burnagi darnny 3 poswmnpeHHsM *.dat, *.pfx,
ZS2 abo *.p12, Puc. 36.

El MepcoHaneHWA CEPBIC ADBIPYNX NOCAYT - *
Eﬁ [NepcoHansHWA cepBic OOBIPYMX NOCNyYT
J MNMpo nporpamy YKpa'|'Hch|:a -

[na HaknapaHHa EMN HeoBxigHO BUKOPWCTOBYBAaTM OCODMCTMIA KIKOU.
B noTouHoMY pexumMi MOXxIWEa AKMwe nepeeipka El.

ALICK/KHEA: ALCK/KHEAN 144 A®C -

Tun: [Dain Ha ancky] hd

[Dafn Ha Awcky]

UinAx Ao KoHTeRHepa:
[FKC5#11 npucTpoi]l-NacMERWUA pexu

[PKCS#11 NpUCcTPQi]-aKTHEHBIA pPaXxumM

Maponk:
HKypHan nogil BiamiHa Ok
Puc. 36. O6bpaHHsa Tuny danny
3aronoBok: [lepcoHanbHMil cepsic AoBipuUnx nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Caiigep BIC, TOB
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o Llnsx go KoHTelHepa — ob6paTn 3 BUNAAaUoro rnepeniky paHiwe obpaHi danm 3
K/Il0OYOBUM KOHTENHEpPOM abo BKasaTu LNSX A0 HbOro, HATUCHYBLUW Ha KHOMKY «...», Puc. 37.

[5] Mepconanewii cepeic aosipunx nocnyr - H
@ [MNepcoHanbHWIA Gepeic A0BIPUYNX NOCHYT
E.)J Mpo nporpamy YkpaiHceka e

[na HaknagaHHA ElN HeobXigHO BMKOPWCTOBYBATH OCOBMCTMIA KA.
B nOTOUHOMY pexumi MOXNWBa Nvle nepesipka EMN.

ALICK/KHEAN ALICK/KHEAN 144 A®C hd
Tun [Dakin Ha gucky] -
Llinax Ao koHTeliHepa: | DAKey-6.dat hd

Bkazyeatv WNAX 4O cepTudikaty

MNaponk

AKypHan nogii BigmiHa ‘ Ok ‘

Puc. 37. None LWnax 4o KoHTenHepa

e BkasyBaru wnax go ceprugpikary — onuito nepegbaveHo ans geskmx 3 KHEOM/ALCK,
Wwo He 3abe3neuytoTb cepic CMP (Hanpuknag KHEAM/ALCK TOB «LleHTp cepTudikauii
KNOYiB «YKpaiHa»), TOMy HeobxiAHO caMOCTiMHO Bka3lyBaTu (ann ceptudikaTty BiAKPUTOro
kntoya. CeptudikaT noTpibeH ans oTpuMaHHSa iHdopMauii npo BnacHuka EM npu nignucaHHi
AOKyMeHTiB, Puc. 38.

El MepcoHansHWA CEPEIC AOBIpYMK NOCTYT - d
[ﬁj lNepcoHanbHWIA cepBic O0BIpYMX NOCNyr
E‘)J Mpo nporpamy Yrpaincexa v

[nsa HaknananHs EMN HeoBxigHO BMKOPWCTOBYBATK OCOBKMCTUIA KAKOU.
B noTouHoMY pexumi MOXIKBa nWwe nepesipka EN

ALLCK/KHEAN ALCK/KHEAN 144 4®C -
Tun [@afn Ha AncKy] hd
Winax Ao KoHTEMHEpa: | DAKey-6.dat -

BKazyEaTW WNAX 40 CepTHOIKATY
Linax Ao cepTUQIKaTy -

Maponk

KypHan noaii BiamiHa | Ok |

Puc. 38. lNo3Hauka BkasyBaTu wnsax Ao ceptudikarty

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Caridep BIC, TOB
ekcnnyaTtauii
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e Lllinsax go ceprugpikary - ob6paTtu 3 BUNagam4oro CNUCKy paHiwe obpaHi dannu
cepTudikaTie abo BKasaTu WAAX A0 HbOr0 HAaTUCHYBLUW Ha KHOMKY «...», Puc. 39;

[5] Nepconanshmii cepaic gosipunx nocayr - Ed
ﬁ [MepcoHanbHWIA CepBic A0BIPYUX NOCNYT
E’_A Mpo nporpamy yk_pa]'HChKa -

[na HaknagaHHa EMN HeoBXigHO BUKOPWCTOBYEATH OCOBMCTUIA KAKOY.
B NOTOUHOMY peximMi MOXIWEa AWwWe nepeeipka EM.

ALICK/KHEA: ALCK/KHEAN 144 A®C -
Tun: [Daiin Ha gncky] A
LWnaAx go KOHTEAHEpa: | D\Key-6.dat -

v | BKasyBaTW WARX 40 CEPTMOIKaTY
LWnax go ceptudikary: | DACertificateSN5777391.cer -

Mapons

Sypran noaii BigmiHa ‘ Ok |

Puc. 39. None LWnsax go ceptudgikaty

e [Maposib — BBeCTW Naposib A0 PansoBOro KJAKYOBOro KoHTenHepy, Puc. 40.

[5] Mepconanthuii cepeic gosipumx nocayr - >
ﬁ lMNepcoHanbHWIA CepBIC AOBIPYUX NOCNYT
ﬁj Mpo nporpamy YkpaiHceka v

[na HaknagaHHa EMN HeoBXigHO BMKOPWCTOBYEBATH OCOOWCTHIA KA.
B noTouHomy pexumi MOXIWBa AVLe nepesipka El.

ALICK/KHEA: ALCK/KHEAN 144 A®C b
Tun: [@ain Ha aucky] hd
UWnax oo koHTERHepa: | D\Key-6.dat b

v | BKazyEath WARX 40 cepTudikary

Wnax o ceptndikary: | DA\CertificateSN5777391.cer ~

Naponk: LTI ]

SKypHan nogii BigmiHa ‘ Ok ‘

Puc. 40. None ansa BBegeHHA naponto ana danny

Micna BBeAeHHA BCiX KOPEKTHMX napaMeTpiB, HeobXigHO HATUCHYTUM KHOMKYy <«OK», wWwob
niagTBEPANTM MOro BMKOPUCTAHHSA. Y pa3i HeobXigHOCTI nepernsHyTU NOCNigOBHICTb AiM i nogin no
3aBaHTa)XXEeHHI0 nepcoHanbHoro kato4a ElM - HAaTUCHITL Ha KHOMKY «XKypHan nogin».

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Caridep BIC, TOB
ekcnnyaTauii
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[ani y BikHi «lepcoHanbHOro cepsicy A0BipuYMX nocnyr» y noni «CraH» 3'9BUTbCS iHdOpMauia npo
3aBaHTaXeHUM KoY i horo BnacHuka, Puc. 41.

[5] Mepconanehmwii cepsic somipum: nocayr - *
ﬁ MMepcoHansHWK cepeic A0BIPYNX NOCNYT
o
Aii CraH
CTaHHA 0COBUCTOro E
Cepsic |Hbopmauia npo knrou:
MNepezaeaHTaxmMTH M'A BNacHWKa Bopoeikoe OnexcaHap M...
ress A pRan oA Nepioa i 2 07.06.2017 no 07.06.2019
CrapToBui Hi
CepiiHUA HOMeEp:
33E6CETEFT21B9CE0400000006FC2400EF 275800

Puc. 41. CtaH cepsicy — iHdopMaLia Npo K1Y KopucTyBaya

Bu6ip knoua EIN — 3axmuuieHoro Hocis
Onsa HaknagaHHa EIN HeobxiaHO BMKOpUCTOBYBaTUM 0CcobUCTI kntodi . bes knwoda El, MOXxHa nuwe

rnepeBipuUTK paHilwe HaknageHunn EI.

CrapTtoBe BikKHO «[lepcOHanbHOro cepsicy AOBipUYMX Nocnyr» Mictutb popmy Bnbopy KHEAM/ALCK
Ta ocobucrtoro kntoya ElM, Puc. 42.

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB

ekcnnyaTtauii
CropiHka: 32 13 64



[5] Mepconanermii cepsic soBipuwx nocayr — x

@1 MepcoHanbHUI CepBic AOBIPUNX MOCIYT
A4

PO NMporpamy YkpaiHcoka B

[na HaknanaHHa EMN HeoBxigHO BMKOPWCTOBYBATH OCOBMCTWIA KAKY

B NOTOYHOMY peXmmi MOXIWEE AWLLe nepeeipka El1
ALLCK/KHEAN ALICK/KHEAN 184 AdC -
Tun [arn Ha gncky] -
L1 A0 KOHTelHepa -

Brasyeatu WAAX A0 CEPTURIKATY

apofb

KypHan nogii BigmiHa Ok

Puc. 42. CrapTtoBa ¢opMa «llepcoHanbHOro cepsicy AOBipYMX NOCAYr»

e KHEAIMN/ALCK - cnig obpatu 3 BMNagayoro CNmMcKy LEeHTp cepTudikauii KouiB, K1
BMAAB 3axMLIEHUN HOCIN Kopuctysady, Puc. 43.

Mepenik KHEAMN/ALUCK, saki niatpumyrotbca «lMepcoHasibHMM cCepBiCOM AOBipuYMx
nocnyr»:

KHEAOM/ALUCK 1440 OAPC;

Tectosuni LICK IIT;

TectoBuii LUICK Canidep;

TectoBuii LUICK Calidep (npokci);

KHEAM/ALCK MAT «KomepuinHun 6aHk «MpuBaTbaHK»;
KHEAOM/ALCK NAT «OwaanbaHk>»;

KHEAM/ALCK TOB «LleHTp cepTudikauii knto4iB «YKpaiHa».

MpumMmitka. MNoBHY iHdDOpMaLUio MOXHa NepernsgaHyTU 3a NOCUNAHHAM:
https://docs.cipher.kiev.ua/pages/viewpage.action?pageld=8618204

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTtauii
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https://docs.cipher.kiev.ua/pages/viewpage.action?pageId=8618204

E| MepcoHansHWil CEpEiC 4OBIpYMK NoCTyT - >

ﬁ [MNepcoHanbHWIA CepBic AOBIPYMUX NOCNYT
EIJJ Npo nporpamy YkpaiHceka v

[na HaknanadHa EMN HeoBXigHO BUMKOPWCTOBYBATH OCOBKMCTVA KAHou
B noTouHoMYy pexcumMi MOXNMEE AWlle nepesipka EN

ALCK/KHEAN l AUCK/KHEAN 144 A®C v ]

ALUCK/KHEAN MAT KB "TIPMBATBAHK"

AUCK/KHEAN 144 A®C

LLnAx A0 KOHTEWHepa =
Tecrosuid LCK T

Tun

AUCK/KHEAM NAT "OwaabaHk"
ALICK/KHEAN TOB “LleHTp cepTUdikauil kaodie “YkpaiHa"
Tectoewid LCK Caidgep

Mapons
ITECTOBML‘H LICK Cafidep (npokci)

JKypHan nogid BigmiHa [ Ok ]

Puc. 43. Bubip LleHTpa cepTudikadii knwouyis

e Tun — obpaTtu i3 BMNAAAO4Y0oro nepesiky TUN KIK4Y0BOro HOCIS, SKUN BUKOPUCTOBYETLCA AN

36epiraHHs ocobuctoro kntoda EM, Puc. 44.

e [PKCS#11 npucTpoi] — aKTUBHUN pPEXUM — A1 3aXULLEHOr0 HOCiA. 3axXnLeHnin
anapaTHU HOCIM Y aKTUBHOMY pexuMi. BukoHaHHA onepauin 3 ElN BinbyBaeTbcs 3a
iHTepdelicom PKCS#11.

e [PKCS#11 npucTpoi] — NacMBHUN peXunUM — A5 3aXULEHOr0 HOCiS. 3axXmLeHUi
anapaTHUM HOCIN y MacMBHOMY pexuMi. BukoHaHHsA onepauin 3 ElN sinbyBaeTbca 3a
iHTepdelicom PKCS#11.

Mepenik 3axXuULLEeHNX HOCIIB:

ABecT AvestKey.

EdiT EfitKey, BigeoiHCTpyKLiS.

Autor SecureToken-337, BiAE€OIHCTPYKLid.
IIT Anmas, BiAeOIHCTPYKUISA;

IIT Kpuctan, BiAeoiHCTPYKLiS.

3axuueHi Hocil, gKi He NiATPUMYIOTbCA «[lepCoOHalbHUM CEPBICOM AOBIpPYMX MOCAYM>»:

e Plasticard TEllipse.

Mpumitka. MoBHY iHdOpPMaUilo NPo 3acTOCyBaHHS 3axMULEHUIM HOCIiB y «llepcoHanbHOMY CepBiCi
AOBipUYMX NOCAYr», MOXHa NepernsHyTN 3a NOCUTAaHHSAM:

https://docs.cipher.kiev.ua/pages/viewpage.action?pageld=8618414

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTtauii
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https://www.youtube.com/watch?v=QlD61xQPVDk&index=6&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&t=0s
https://www.youtube.com/watch?v=5Elwzm-6a2w&index=7&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&t=0s
https://youtu.be/Gwbqh39j8sE
https://youtu.be/35TNRoBZ4xk
https://docs.cipher.kiev.ua/pages/viewpage.action?pageId=8618414

[5] Nepconaneruii cepeic gosipumx nocnyr — x

Eﬁ [NepcoHansHWIA cepaic A0BIpYUX nocnyr
A

MNpo nporpamy | YepaiHceka v |

[na HaknapaHHa EMN HeoBXigHO BUKOPWCTOBYBAaTH OCOBUCTMIA KNHU.
B noTouHomy pexumi MOxAKMEa AMwWe nepesipka ETN.

ALCK/KHEAT: | AUCK/KHEAN 144 A®C - |

Tumn: | [PKC5211 npucTpoi]-NacvBEHNE pEXKMM - |

LnAx A0 KOHTERHEpa: [®ann Ha Ancky] | |

[PKC5#11 npucTpol]-nacvBHWA peXumM

[PKCS#11 NpUCTROI]-3KTUEHBIRA pexumM

Mapone: /i

| AypHan nogii || BigmiHa H Ok l

Puc. 44. O6bpaHHsa Tuny danny

o Llinsax go KOHTelHepa —HATUCHYTU Ha KHOMKY «...» Ta obpaTu nia’'€aHaHWU HOCI 3 BikHa
«Bunbip Hocia», Puc. 45.

[El Mepconanehuii cepaic gosipumx nocayr — X
@ [epcoHansHUIA cepeic AoBIPYUX nocnyr
_A Mpo nporpamy | YkpaiHceka v |

[na HaknaaaHHa EMN HeoBXiAHO BUKOPWCTOBYBATH OCOBUCTHIA KNKIM.
B noTouHo| [5] Busip Hocis % pBipka ET1.

AUCK/KHEAN: #. Ekey_Almaz-1C_Slot = |
Tun: ETM "|

LnAx 4O KOHTERHEpPA: | - | ‘ |

|

[ oK ]| Biamina | E
MNaponk: 4

| XKypHan nogii H BigmiHa H Ok l

Puc. 45. None Wnax go KoHTenHepa

3aronoBok: [lepcoHanbHMil cepsic AoBipuUnx nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Caiigep BIC, TOB
ekcnnyaTauii
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e IMaposnb - BBecTn PIN 00 3axuweHOoro Hocig.

Micna BBeAeHHSI BCiX KOPEKTHMX MnapaMeTpiB HeobxiAHO HATUCHYTUM KHOMKy <«OK», wWwob
niaoTBEpPANTM BUKOPUCTAHHA. Y pasi HeobxiAHOCTI nepernsHyTM NOCMIAOBHICTb Ai | nogin no
3aBaHTa)XXEHHI NepcoHanbHoro kato4a EM - HaTUCHITL Ha KHOMKY «XKypHan noain».

[ani y BikHi «[lepcoHanbHOro cepsicy AoBipYMX nocnyr» y nosi «CraH» 3'9BuTbca iHdDoOpMauis npo
3aBaHTaXeHUM KoY i horo BnacHuka, Puc. 46.

El MepcoHaneHWiA CepBIC AOBIPUMY NOCAYT — >

[lepcoHanbHWA cepeic AORIpYMX NOCHYT

i)
(EJ MNpo nporpamy [ YkpaiHcsxa v
i

I_TE_
ROPUCTYBAL
JABEPLUWMTH EMKOPWCTAHHA 0CoBUCTOrD
noda (ce
Cepsic HpopMaLUIa Npo KAou
MepezapaHTamMTH M A BNacHKKa Bopoeikoe Onekcanap M...
I . Mepioa aii 3 07.06.2017 no 07.06.2019
CTapToBWi Hi
CepiAHWA HoMep

33B6CETBF721B9CE0400000006FC2400EF2T5800

Puc. 46. CtaH cepBicy — iHdOpMauis Npo KoY KOpUCTyBaya

Cnyx608Bi cbyHKUil Ta onuii MepcoHanbHOro cepeicy AOBIpUMX NOCAYr

OcHoBHa dopMa «[lepcoHanbHOro cepBicy AOBIpYMX MOCAYr» MICTUTb TakKi Nons Ta BiANOBiAHI onuii,
Puc. 47:

1. «OcHOBHI gaHi npo «lMepcoHanbHUI CepBiC A0BIPYMX NOCAYr>:
e neperngaj iHpopmauii npo nporpamy;
e BUbGIp MOBM iHTEpdeElCY.
2. «CTaH» - MOHITOPMHI NOTOYHOrO CTaHy cepgicy (iHdopmauis Npo KawY).
3. «[ii kopucTyBaya» - 3aBepLUNTN BUKOPUCTAHHSA 0COBUCTOro Kirova.
4. <«[ii cepBicy»:
e [repe3aBaHTaXeHHSs cepBsicy;
e epernsag XypHany nogin.

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTtauii
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[5] Mepconanshuwii cepeic gosipunx nocmyr

— >

[lepcoHansHWIA cepaic A0BIPYMX NOCYT

[po nporpamy - ]

’ YkpaiHceka

1

Ait

Kopwcrtysau:

ESHEE'PLIJ MTK EMKOPDWCTAHHA ocofucToro

knroua (cecii)

—|'E'|JEEEI BaHTaXKWTH

Mokazatw *xypHan nogiid

3 | Cran 2

2

lHbOpMaLia Npo KnKou:
Im'a BRacHMKA: Bopoeikoe OnekcaHap M...
Mepiog aji: 3 07.06.2017 no 07.06.2019
CTapToBWi: Hi

CepifiHWiA HoMep:
33B6CETEFT21BOCEQ400000006FC2400EF2T5800

Puc. 47. ®opma «[llepcoHanbHWUIA cepBic AOBIipYMX Mocnyr»

QOYHKUiOHaNbHi
rinepriocuiaHsb.

OcHOBHi onuii:.

e [Ilpo nporpamMy - Npy HAaTUCKAHHI Ha AAaHOMY MOCWU/IAHHI Y OKPEMOMY BiKHi BiAKPUBAETbLCH
iHdbopMauia npo po3pobHuKka cepBsicy, Bepcii AaHOro nporpaMHoOro 3abesnevyeHHs Ta CUCTEMM

MOXJIMBOCTI CepBicy pearni3oBaHi y BuUrnadi

KpunTorpadivyHOro 3axmcTy iHdopMaLii, 40 SKOi BiH HanexuTb, Puc. 48.

[Fl Mpe nporpamy

MNepcoHanbHUI cepBic 4OBIPYMX

nocnyr
(#) 0.9.10 Build #47
a Copyright (c) 2006-2019 00O Caidep BUC
MepconansHWia cepEic AOBIpYMX NOCTYT KpUNToTpagiuyHol

cucTemy saxucry indopmauil “Wndp X509

https:/ fwww.cipher.kiev.ua

X

i
Cg"

Puc. 48. THdopmMauia npo nporpamy

3aronoBok: [lepcoHanbHWiA cepBic AOBipUMX Nocnyr. HacTaHoBa 3 yCTaHOBKM Ta

ekcnnyaTauii

CropiHka: 37 n3 64

KHOMOK, BMNadalwuymx Cruckie Ta
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e Y noni BMNaaaryoro CNncky MoXHa obpatn oaHy 3 TpboX MOB iHTepdericy ENM: YkpaiHCbkKy,

Pocincbky un AHrninceky, Puc. 49.

KopwuctyBaud:
Puc. 49. Bnbip moBu iHTepdelicy

[F] Mepconanshnii cepeic gosipum nocayr — >
Iﬁj [lepcoHanbHWM CepBic AOBIPYKUX nocnyr
EJ £O Nporpamy FICFIE'I-HCI:KB =
Mii LTaH Pocidcoka

| AHrnidceKa |

Y noni AQii BikHa «[llepcoHanbHOro cepsicy A[OBipYMX nocnyr» y po3gini Cepsic po3TalwoBaHi

dyHKUIi:

e [lepe3zaBaHTa>kMTH cepBic — nepe3aBaHTaXeHHs cepsicy EMN 6e3 HeobxigHOCTI

nepesaBaHTaXKyBaTu NporpamMy B LislOMy;

o [IMoka3zatm >xypHasa nogin - TeKCTOBUI XypHan (nor) noain, wo siabynucsa y
«MepcoHanbHOMY CepBiCi AOBIpUYMX MOCAYr» 3 MOMEHTY MOro 3anycky. XypHan nogin MoxHa

nepeanBuUTMCA Ta 3a noTpebu oumctutn, Puc. 50.

El HypHan nogiid

14:00:20.183 - [ INFO ] - Cepsic onepauii ycniwHo 3anyLeHniA.
14:00:20.852 - [ INFO ] - REST Web-cepeuc yonilwHo 3anyesmni,
14:00:21.157 - [ INFO ] - 1.22.1.1158

14:10:05.489 - [ INFO ] - Cepeic onepauiid synuHeHWi,
14:10:05.489 - [ INFO | - Cepeic onepauiid ycnilwHo 3anyweHMi.
14:10:12.918 - [ INFO | - Cepeic onepauii 3ynuHeHMiA,
14:10:12.919 - [ INFO | - Cepeic onepauiid ycniwHe 3anyweHni.
14:11:40197 - [ INFO | - Cepsic onepauid syniuHeHWA,
14:11:40.197 - [ INFO ] - Cepsic onepauii ycnilwHo 3anyLeHnA.

| >

OyrcTHTI

] | Jakpun

Puc. 50. XypHan nogin cepsicy

3aronoBok: [lepcoHanbHMil cepsic AoBipuUnx nocnyr. HactaHoBa 3 yCTaHOBKM Ta
ekcnnyaTauii

© 2019 Caindep BIC, TOB
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CtBopeHHsn EI

Bknagka «Cteoputn ElMN» MicTuTb po3ainn: MNapameTpun cTtBopeHHs El,

51.

K 1 KmEH'r,qnﬂ ‘TlepcoHanbHWIA cepeic AoBipUYMX nocayr”

OB Caligep BIC

17
m
m
i
m

CTeOpUMTY EM HLUI cnepawii ™

MapamMeTpy cTeopeHHA ELIN Daiin

ANA Mignncy:

TeKCTOEI faH

® UTF-16LE © UTF-8

eKCTOEI AaHi ANA MIANMCY:

EMIA OMKC

CQUUCTHTI DopMy

Puc. 51. Bknagka «Cteoputu ElM»

Po3gin «MapameTpu cTBopeHHSs ElM», KU y CBOKO Yepry BK/IOYaE:

1. lMone «Tun EMN», 9aKke MiCTUTb:

®dann Ta TeKCToBI AaHi,

3'ENHAHHA 3 CEPBICOM
ECTAHOBNEHO

e

[

PYC  ENG

Brbpatu gaiin

OurCTMTI hopMy

e BbyaosaHa (nepernsHyTH BiAEOIHCTPYKLIO MOXMBO 38 NOCUIAHHAM);
e BiakpinneHa (nepernsiHyTM BiA€OIHCTPYKLUIO MOX/IMBO 3@ MOCUAAHHAM);

e [lopgaTu Mignuc 4o BXe iCHyl4oro (Haknaga€eTbcsa nignmc Ha dani, Ha 9K Bxe

nonepeaHbo HaknaaeHo EM).
2. Mone «®opmat EM», ake MiCTUTb:

Puc.

3aronoBok: [lepcoHanbHMil cepsic AoBipuUnx nocnyr. HactaHoBa 3 yCTaHOBKM Ta
ekcnnyaTtauii

© 2019 Caiidep BIC, TOB
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https://www.youtube.com/watch?v=rVxdo6-BE8c&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&index=1
https://www.youtube.com/watch?v=1Atqo-RtXu8&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q&index=3

e baszoBuin (CAJES-BES) (BMKOPUCTOBYETbCS ANa aBTeHTUdIKauii nignncaHTa Ta nepeBipKku
LiNiCHOCTI eNneKTPOHHOro AOKYMEHTa B Nnepiog YMHHOCTI cepTudikaTa BiAKPMUTOro Kaw4a
(ceptudikar). ®opmaT «ba3oBuin» He HaZA€E MOXIMBOCTI BCTAHOBUTK AINCHICTb Nignucy y
BMNaaKy, aKkwo EM nepeBipseTbcs nicns 3akiHUeHHA CTPOKY YMHHOCTI cepTudikaTa abo
cKacyBaHHs cepTudikaTta nicna dopmysaHHa EM).

e 3 nmoBHUMK gaHumum ang nepesipkn (CAdES-X Long) (MOXIMBICTb BCTaHOB/IEHHS
AiricHocTi EN y goBroctpokoBoMy nepiogi (nicns 3akiH4eHHS CTPOKY YMHHOCTI
ceptunadikarty)).

Pozgin «®ann», aKnii y CBOK 4epry BKJIOYaE:

e ®ann ang nignucy (HaTUCKAEMO KHoMKy «Bubpatun dain» ta obnpaemo HeobxigHun dann
ans nianucy);

e [opaTtkoBuii onuc (Hasea danny 3 9kmMm byae 36epiratnca dann 3 NignmMcom,
3aMOBHIOETLCS aBTOMATUYHO, ane MOXHa 3MiHUTK Ha3BY);

e KHonka «CtBoputu EM» (3piicHioe HaknagaHHA EM Ha dalin, sknii 3aBaHTaXeHo);

e KHonka «36epertu nignuc y dann» (3aiicHioe 36epexeHHsa danny, Ha KU HaklageHo
nianuc);

e KHonka «Ounctntn opMy» (34INCHIOE OUYMLLEHHS BCIEl hopMn).

Po3ain «TeKkCcToBi AaHi», IKM y CBOIO Yepry BK/IKOYAE:

e KoayBaHHSA (06mMpaeMo cTtaHaapT KoayBaHHS TekcTy): UTF-16LE un UTF-8;

e [lone «TekcToOBI AaHi Ang nignucy» (BBeAEHHS TEKCTY, Ha KU HeobxiaHo cTteopuTK EIM);

e [lone «[JopaTtkoBuii onuc» (aAns BeeaeHHs HeobxigHOro 4OAaTKOBOIro onucy Ans
TEKCTOBUX AAHUX);

e KHonka «Cteoputun EM>» (3aiicHioe HaknagaHHA ElN Ha TekcToBi AaHi);

e KHonka «Ouuctntn dopMy» (34INCHIOE OYULLIEHHS BCi€i hopMn);

e T[lone «Mianuc B koayBaHHI Base64» (3awmndposaHi AaHi).

Mpouec CtBopeHHA EIl nouynMHaeTbcs 3 TOro, Wwo obupatwTbcs «lMapameTpu aons cTtBopeHHsa ElM»,
obupaeTbcsa dann and niagnucy, HaTUCKAEMO KHonky «CteBoputm EM», Puc. 52. 3a HeobxigHOCTI
MOXHa 3MiHUTK dann.

MpuHuun ctBopeHHs ElN 3a Tunom «BigkpinneHa» Ta «B6bygoBaHa» € aHaNOriYHUMMN.

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTtauii
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@E} KnieHT gna "MepcoHanbHWiA cepBic goBipunx nocayr” 3'€AHEHHA 3 CepEICOM

J TOB Caligep BIC ECT3HOBJEHO
ENG
MepeeipuTy EMN CreopuTy EN IHLWi onepawii
MapameTpu cTeopeHHa ELIMN Dakin
w Tun nignucy Dalin ANA Nignucy:
® BEvaq ) ) -
® Bysoeaka links for downloads.bxt 3MIHUTK Qaiin | OuucTUTI
~ BigkpinneHa
[NloaaTu nignuc oo exe Aoaatkoenii onvc
icHyrouoro

links for downloads.bxt
v DopMaT nignumcy

© BazoBuid (CADES-BES)
b ! Haknacti EN CUYACTHTI Gopmy
® 3 NOBHWMK AZHWMK ANA
nepeeipku (CAJES-X Long)
TekcToei gaHi
KoayeanHa: ® UTF-16LE © UTF-8

TekcToei gaHi ANA Nignucy:

J0A3TKOBWIA onuc:

CUUCTUTH GopMy

Miannc y koayEaHHi Basebd:

Puc. 52. CtBopeHHsa EI

Micna HaTUCKaHHSA 3'9BASETBCS BIKHO MPOo A03BiA Ha BUKkopuctaHHsa EM y kinbkocTi 1 pas, Puc. 53.

El MepcoHaneHWIA CEPBIC 4OBIPYNY NOCAYT bt
Pecypc [https://cipher.kiev.ua] zannTye Aozein Ha BukopwcTaHHA EMN B o
kinbkocti 1 paz(y.ie).

IngopmaLis Npo AaHi, Wo NANACYHTHCR:

links for downloads.txt

Ulo6 aatv AOSEIN HA EMKOPWMCTAHHA 0COBMCTOrO KNKOYa HATMCHITE kHonky "Ok"
¥ pasi BIAMOEM HaTMCHITE KHOMNKY "BigmMiHa™,

Puc. 53. MNiaTeepaXeHHS BUKopUCTaHHSA EIN

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Caridep BIC, TOB
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3’'aBNSETbCS NOBIAOMIEHHSA NPO yCnilWHe CTBOPEHHS eNeKTPOHHOro nignucy, Puc. 54.

MoaTeEpAMTE ASACTEME HAa CTpaHuue cipherkiev.ua

EnexkTpoHHKMIA NigNKMe yCnilHo CTECPEHO.

Puc. 54. NoBigoOMNEHHSA NpO CTBOPEHHS €NeKTPOHHOro nianucy

HeobxigHo 36epertn enekTpOHHWMIA Nignuc y dann, 3aBasikn KHOMKKM «36epertn nignuc y dann»,
Puc. 55. 3a HeobXxigHOCTi MOXHa 3MiHUTK dann.

@@" KnieHT gna “MepcoHansHWIA cepBic AOBIpUMX nocnyr” 3'enHaHHA 3 CepBicom
A 08 caiigep BIC BETARORERD
[ver | pvc  enG

Mepeeipwuty EM Creoputu EMN

MapameTpu cTEOpeHHA ELIM ®aiin

 Tun nignucy ©aiin anA nignucy.

inks for downloads.txt AMIHATK Qain | OUMCTMTH

Bigkpinnexa
Aoaamv Nignvc a0 exe [oaaTkoBWA OnuC
icHytouoro o
inks for downloads.txt
~ DOpPMaT Mignucy

Haknactu EN OUNCTUTH DopMy

TekCTOEI AaHI

Puc. 55. 36epexeHHs nianucy y dann

Micna HaTUCKaAHHA KHOMKMW, 3'9BNSIETbCA BIiKHO 3 npono3uuieto 36epertn dann, Puc. 56. Lani
obupaemo wnax 36epexeHHs panny Ta o4nAEMO HopMy.

Otkpeimue «links for downloads.bd.p7ss d

Bbl coBupaeTecs OTKpBITE:
links for downloads.txt.pTs

AENAROLWMACA: Mignucanwil daiin (1,7 KB)
w3 blob:

Kak Firefox cnepyer obpabotats 3tor dain?
(O Otkperme 8 | EUShellCommand.exe

@écongHHTb dain

BeINoAHATE aBTOMATUYECKK ANA Bcex $ailnos 4aHHoro TUNa.

Puc. 56. BikHO 3 npono3uui€to 36epexeHHsa ganny

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
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MNMepesipka EN

Bknagka «[llepeBipntn EMN» MicTuTb po3ginu: MNapameTpu nepesipku EI,

Puc. 57.

[ﬁ‘ KnienT ana "MepcoHaNbHWA cepBiC 40BIpYMX nocayr”
oa 4
2y §

TOB Caingep BIC

Mepesiputi EM CTEOPMTH EN

MapaMeTpy NepesipKiA mignucy

w Tun nignucy
® BOygOBaHa
AKpinneHa

~ PesyM Nepeeipxy eNekTPoHHOT

NO3HaYKKW Yacy 4na nianncy

MOZHEYKY Yacy

® [epeEipATH ENEKTPOHH)
MOZHIUKY Uz
MPHCYTHA

MepeeipATI
MOZHAUKY Yacy | NOBEpTaTH
MOMWKY, RKILO BOHE BiACYTHA

~ PEsxuM Nepeeipky e

NO3HaYKW Yacy Ana a3

THODYBaTH 2ne

KTPOHHY

MO3HAYKY Y
® TepeEipATH ene

MO3HAYKY UACY

MPUCYTHA

MepeBipATH enekt
MOZHIUKY UaCy
MOMIIKY, RKLLO B

Puc.

Po3ain «lMapameTtpun nepesipkun ElM»,

1. MMone «Tun EMN», 9ke MiCTUTb:

HLLi onepawii =

®aiin 3 mignMcom:

®dann Ta TekCToBi AaHi,

F'EOHEHHA 3 CEpEICOM
ECTEHOENEHOD

[vke | pyc  EnG

Bubpatn ¢aiin

OUMCTUTH DopmMy

TeKCTOEI AaH

[aHi 2 eNeKTPOHHOTO Mignuey

OUNCTUTI popmy

57. Bknagka «[lepesiputun EMN»

KWW Yy CBOIO Yepry BKJOYAE:

e B6yaoBaHa (nepernsHyTH BiAEOIHCTPYKLIiO MOX/IMBO 3@ MOCWUIAHHAM);

e BiakpinneHa (nepernsHyTV BiA€OIHCTPYKLIO MOX/IMBO 3@ MOCUIAHHAM);

2. PexunMm nepeBipku no3Hauku yacy ansa EMN, sknii BKasyeTbCca 3a HEOOXiAHOCTI irHopyBaTH,
rnepeBipaTH il HAABHICTb, Y/ NOBepTaTM NOMWUJIKY 3a Ti BiACYTHOCTI.
3. PexwnMm nepeBipkuM NO3HAYKM Yacy 405 AaHUX, SKUIA BKA3yETbCS 3a HEO6XIAHOCTI irHopyBaTy,
nepeBipATH il HAsIBHICTb, Y/ NoBepTaTy NOMWUIIKY 3a ii BiACYTHOCTI.

Po3gin «®ann», aKnin y CBOI Yepry BKJOYaE:

3aronoBok: [lepcoHanbHWiA cepBic AOBipUMX Nocnyr. HacTaHoBa 3 yCTaHOBKM Ta

ekcnnyaTtauii

© 2019 Caiidep BIC, TOB

CropiHka: 43 3 64


https://www.youtube.com/watch?v=rVxdo6-BE8c&index=1&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q
https://www.youtube.com/watch?v=1Atqo-RtXu8&index=3&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q

AKLWo nepeBipseTbca daiin 3a Tunom EM - Bé6ygoBaHa.

1. None «®ann 3 nianucom» (0bupaerbca gann, akni MictuTb Nignuc 3 Tunom EMN BéyanosaHa).

2. KHonka «[lMepeBipntn EMN>» (nepesips€ AiNCHICTb €NeKTPOHHOIro Niagnucy);

3. KHonka «36epertu nignucaHi gaHi» (34incHoe 36epexxeHHs ainy, SKMi He MiCTUTb
nianuc);

4. KHonka «Oumctntn popmMy>» (34iMCHIOE OUYMLLEHHS BCi€i hopMu).

Akwo nepeBipsieTbes dann 3a Tunom EMN - BigkpinneHa.

1. Mone «®ann gns nepesipku» (obnpaerbca ain, 9KMn He MICTUTb NIANUC — MOYATKOBUN
taiin);

2. Mone «®ann 3 nignucom» (o0bupaerbcs dann, SKnin MiCtuTb nianmc 3 Tunom EMN
BiakpinneHa);

3. KHonka «[lepeBipntn EMN>» (nepesips€ AINCHICTb eNeKTPOHHOIro NignNMcy 3a A0MOMOrot
3aBaHTa)XxeHoro cainy 3 nignucom ansa danny gns nepesipkun);

4. KHonka «0unctntn dpopMy» (34iINCHIOE OUYMLLLEHHS BCIEl popMn).

Po3ain «TeKCTOBI AaHi», AKMN Y CBOKO Yepry BK/KOYAE:

Akwo nepeBipsieTbes dann 3 Tunom EMN - B6ygoBaHa.

KoayBaHHs (06bupaemo ctaHaapT KoayBaHHSA TekcTy): UTF-16LE un UTF-8;
Mone «Mianuc B kogyBaHHi Base64» (BHOCMMO 3awwndpoBaHi AaHi);

MNMone «[aHi 3 eneKTpoHHOro Niagnucy» (BinobpaxatTbCsa po3WndpoBaHi AaHi);
KHonka «[epeBipntn EMN» (nepeBipsi€ AINCHICTb €NeKTPOHHOro MiaAnucy);
KHonka «Ounctntu opMy» (34iNCHIOE OUYMNLLEHHS BCIEl POopMU).

SIkwo nepeBipseTbes dann 3 Tunom EN - BigkpinaeHa.

KoaysaHHs (obupaemo ctaHaapT koayBaHHS TekcTy): UTF-16LE un UTF-8;
Mone «TeKCTOBI AaHi Ansa nepeBipkn» (BHOCMMO BUXiAHI AaHi);

Mone «[ianuc B KoayBaHHi Base64» (BHOocMMO 3awmndpoBaHi AaHi);
KHonka «[epeBipntn EMN» (nepeBipsi€ AiNCHICTb €NeKTPOHHOro Mianucy);
KHonka «Ounctmutu dopmy» (34iNCHIOE OYMLLIEHHS BCIEl opmn).

Mpouec Mepesipkn ElMN nounHaeTbca 3 Toro, wo obupatwTbca «lapameTpu Ang cTBOpeHHS El»,
obupaeTbcsa dann/Tekct Ansa Nignucy, HaTUCKaeEMO KHonky «[lepeiputn EM». 3a HeobXigHOCTI
MOXHa 3MiHUTK dann.

SAKwo nepeBipsaeTbcs ¢daiin 3 Tunom EN - B6yaoBaHa.

BHocumo «[llapameTpu nepesBipku EM», BkadyemMo ddann 3 nMiaAnNMcoM, HATUCKAEMO KHOMKY
«MNepeBiputn EMN», Puc. 58.

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
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gﬁ‘\l KnieHT ana "MepcoHanbHWI cepBic 4oBipunx nocayr”
_A TOB Caiigep BIC

MepepipuTy EMN CreopuTw ENM

Mapamerpy nepeeipki Nignucy

w Tun manucy
® BOygoeaHa
O Bigkpinnena

v PexiM NepeBipkM eNekTPOHHOT

IHWi onepawii ~

Daiin

Daiin 3 nignucom:

links for downloads.txt.p7s

Mepesiputi EN

3'€/iHaHHA 2 cepBicoM
BCTAHOBNEHO

P¥C  ENG

3MIHATK Gaidn | OUUCTHTH

CUMCTUTH DopMy

No3HaYkKKW Yacy Ana I'.-_'I,'Il’C"J
. |F-|OC}"BE'A 2NeKTpoHHY
NO3HAUKY Yacy

TekcToBi gaHi
® MepeBipATH ENEKTPOHHY
NO3H3UKY Yacy, AKLLO BOHa
Lalill ] -16LE @ -
npucyTHA KogyeanHs: @ UTF-16LE © UTF-8

© MepeBipATH ENEKTPOHHY Mlianic & KoaysarKi Base64:
NO3HaYKy Yacy | NoBepTaTi

NOMKAKY, AKILO BOHE BIACYTHA

v Pexaim Nepesipky eNekTpoHHOT
NOZHAYKK Uacy ANA LaHWX

@ — JlaHi 3 eNekTpoOHHOro Mignuey
2 ITHOPYEATH ENeKTPOHHY N

NO3H3UKY Yacy

@

) MepeBipATH ENEKTPOHHY
NO3HAUKY UACY, AKULO BOHA
NpWCYTHA

O MepeBipATH enekTpoHHY

NO3HaUKY Yacy | NoBepTaTh

NOMUWJKY, AKLO EOHE BIACYTHA OuncTuTi opmy

Puc. 58. MNepesipka EI

Micnga HaTuckaHHA KHonku  «[llepeBiputn  El»,
efleKTpoHHOro nianucy, Puc. 59.

3'aBNSETbCA  MNOBIAOMJIEHHS MNP0  AINCHICTb

MoaTteepauTe AeACTEME Ha cTpaHuue cipherkiev.ua

ENEKTROHHWIA Mignwe 4iACHUA

Puc. 59. MNoBigoMneHHsa Npo AiINCHICTb €eNeKTPOHHOro nianncy

Micna HaTUCKaAHHA <«OK», 3'ABMSETbCSA MOBIAOMJIEHHS TMpPO  YyCnilHe OTPUMaHHSa pJaHux 3
BOyLOBaHOro enekTpoHHOro nignucy, Puc. 60.

MoaTeepArTe ASWCTEWE Ha CTpaHuue cipherkiev.ua

i3 6y, nekT i v e SELTE
[Oai 3 BBYA0BAHOTO SNEKTPORHOMD NIANKCY YCNIlLHO OTPUMAHI

Puc. 60. MNoBigoOMAEHHS NPO ycniwHe OTPMMaHHA AaHuX 3 BOyA0OBaHOro efieKTPOHHOro nignucy

3aronoBok: [lepcoHanbHWiA cepBic AOBipUMX Nocnyr. HacTaHoBa 3 yCTaHOBKM Ta

© 2019 Caridep BIC, TOB
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Micns HaTUCKaHHS «OK», 3'ABNAETbCA iHDOpMaLUis Npo AIMCHICTb NiANMCY, BKasyeTbCs iHdopMauis
npo nianuMcaHTa Ta iHdopMauia Npo Mo3Hauku 4Yacy Ta AaHuX, sSKi 6ynu BKasaHi Npu HaknagaHHI
EM, Puc. 61. Nicna 4oro, HATUCKAEMO KHOMKY «O4YnUCTUTU POopMY».

ﬁl@‘l KnieHT ana "MepcoHanbHWA cepiic AoBipuMx nocayr” 3'€AHaHHA 3 CepEicoMm
/ B BN
_,;d TOB Caidgep BIC ECTaHOBAEHD

BYC  ENG

Mepeeiputi EMN Creoputu EMN HLWI onepaui =

MapamMeTpy Nepeeipky Nignucy ©aiin

w TWn nignmcy ®aiin = nignucom
inks for downloads.txt.p7s 3MIHMTH Gain | CUWCTHTK
M i'qnmc 1 ,ﬂ,ilﬁCHlﬂlﬁ Mignincysa« Eoposikos Cnexcamap Misainosud

MH: 2031914008

EAPTIOY: 2031914002

Cepr. CH:
33B6CETEFT21B9CEN400000006FC2400EF2 75800
KHEAM/ALICK: Axpeasmosasuil ueHTp cepriadikauil ciouie
44 oz

Jara migmecy: 20122018, 12:21:31 GMT+2

ERexTpOHHE NOZHEHKE Y30y Nigniecy: gilkoss; 20122018,
12:21:38 GMT+2

T Mepeeipyty EN 36epertd NANKCaHI AaHI OUUCTUTA hopMy

w PextiM Nepeeipki eneKTpoHHoI
ANA JaHWK

BKCTORI AaHI
THOPYBaTW enekTpOHHY TEeKCTOBI AHI

KoayeanHa: ® UTF-16LE © UTF-3

Y Nianwc e kogyeaHH Basedd
MPHCYTHA

MepeBipATH enekTpoHHY

Y yacy 1 NoBepTaTH

Ky, AKLLO BOHA BIACYTHA

=
%]
=
L

3 ENEKTPOHHOTS NiAmn HCy.

QUUCTUTH DOpMY
Puc. 61. PesynbTaT nepeBipku
SIkwo nepesipsAeTbca daiin 3 Tunom EMN - BigkpinaeHa.

BHocuMmo «[MMapameTpu nepesipku EM», Bkazyemo dann 3 BUXigHUMKU faHmMu Ta ¢aiin 3 nignmcomMm,
HaTUCKaeMo KHonky «Mepesiputn EM», Puc. 62. 3a HeobXiaHOCTI, € MOXJIMBICTb 3MiHUTK dann.

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Caridep BIC, TOB
ekcnnyaTtauii

CropiHka: 46 13 64



TOB Caiigep BIC

MepegipuTi EMN CTECPMTH ETT

MapaMeTpy NEPEBIpKA NiANUCY

~ TUn nmignucy
© Bbynoeana
® Bigkpinnesa
w PEXVIM NEPEBIDKM ENeKTROHHOT
NOZHAYKK Yacy ANA mianucy
© IrHOPYESTH ENEKTDOHHY
NO3HAYKY Yacy
® [NepeEipATH ENEKTPOHHY
NOZHAYKY Yacy, AKILO BOHA
NPUCYTHA
© MMepeeipATH £NeKTPOHHY
NO2HAYKY YACY | NOBEPTATH

MOMUWAKY, AKILO BOHa BIACYTHA

w PEXVIM NEPEBIDKM ENeKTROHHOT
NOZHAYKK Yacy ANA A3HMX
© IrHOPYESTH ENEKTDOHHY
NO3HAYKY Yacy
® MepeBipATM eNeKTPOHHY
NO3ZHAYKY Yacy, AKILO BOHA
NPUCYTHS
© MMepeeipATH £NeKTPOHHY
NO3HAUKY Yacy | NOBEpTaTH
NOMUWAKY, AKLLO BOHA BIACYTHA

[licna HaTUCKAHHSA KHOMKMU

KnieHT gna “MepcoHanbHWA cepBic A4OBIpYMX nocayr”

ECTAHOENEHO

3'EAHEHHA 3 CepEIcoM

P¥C  ENG

IHWIi onepauii ~

®aiin

@3RN ANR NEpEBIpPKK:

links for downloads.txt IMIHATA @ain | OUMCTHTH

@aiin 3 miandcom:

links for downloads.txt.p7s 3MIHUTH @aidn | OuucTUTK

MepeeipuTia EM OUMCTHTI opmy

TekcToBi aaHl

KogyeaHHs ® UTF-16LE © UTF-8

TekcToBl AaHl ANA NepesipKy:

Mignuc B kogyeaHHl Basebd:

puTi EN Ounctnti opmy

Puc. 62. MNepesipka EI

«MepeBiputn EM», 3'9BNS€ETbCA NOBIAOMAEHHS NpoO

€/IeKTPOHHOro nignucy, Puc. 63.

MoaTeepaumTe aelAcTeMe Ha cTpaHuue cipherkiev.ua

ENexkTpoHHKMA Nignme AIRCHWEA,

Puc. 63. MNMoBigoOMNEHHS NpPO AIACHICTb €NeKTPOHHOro Nianucy

OiVCHICTb

3aronoBok: [lepcoHanbHWiA cepBic AOBipUMX Nocnyr. HacTaHoBa 3 yCTaHOBKM Ta

ekcnnyaTauii

© 2019 Candep BIC, TOB

CropiHka: 47 n3 64



Micna HaTUCKaHHSA «OK», 3'ABNAETLCA iHdOpMaLUid Npo AINCHICTb NiAnNuCy, BKA3yeTbCa iHdopMaLis
npo nianuMcaHTa Ta iHdopMauis Npo Mo3HaukW 4Yacy Ta AaHuX, sKi 6ynu BKasaHi Npu HaknadaHHi
EM, Puc. 64. MNicng 4oro, HATUCKAEMO KHOMKY «OUnuCTUTU HOpMYy>.

o . " " . B n -
@1} Knient ana HEPCOHaﬂbHHM CEPBIC A0BIpYUX Nocnyr F'eAHEHHA 3 CepEICOM
[J

TOB Caiicdep BIC BCTAHOBNEHO

(7] ) [

Mepesipurn EN Creopuru EN IHWi cnepayyi ™
MNapameTpu nepesipki Nignucy Daiin
w Tun mignwcy Daiin gna nepeeipku:
Q@ Béya - ! o
obyAcsana links for downloads.txt 3miHnTh daitn | Oumctami
® BiaxpinneHa
w Pesum nepesipky enexTpoHHoT ®aiin 3 nignucom:
NO3HAYKW Yacy ANA Mignecy . ) .
links for downloads.tet.pTs InminnTi daidn | Oumcmati
rHOPYBaTV ENEKTPOHHY NO3HaYKY
Hacy
. Migreac 1 LidcHwiA TMignmcyeas: boposikos Onexcanap Muxaiaosm
® MepesipaTh enekTROHHY NO3HaYKY MH: 2031914098
4acy, AKILO BOHE NPUCYTHA €[PNOY: 2031214052
Cepr. CH: 33B6CETEFT 21E0CE0400000006FC2400EF2TS00
'Iepeaipﬂm EASKTPOHHY NOZHAYKY KHEAM/ALICK: AkpeawTosanHnil WasTp cepridicayll knioqiz 104 JoC
. 2 ni 29 12:21:31 GMT+
Hacy | NOBEpPTaTM NOMIAKY, AKLLO EOHA AT TR LA e B e
. EnsxTDOHHE MOZHE%KE 4acy nignwcy: givcaa: 28122018, 122138
BIACYTHA GMT=2

w Pexcum nepesipky enekTpoHHoT
NO3HAYKW Hacy ANA AaHHX i
MNepesipuri EN OumcTuth fopuy
HOpPYBATH ENEKTPOHHY NO3HAYKY
Hacy

® MNepesipATH eNeKTPOHHY NOZHAYKY

T P Texcroei gami
Yacy, AKWG BOHE NPUCYTHA

~ Mepesipat eNeKTPOHHY NOZHAYKY
f -

R e T @ UUTF- -8
Hacy | NOEEPTAaTA NOMAAKY, AKLWO BOHA KU'_’ manna TF-16LE UTF-8

EIACYTHA TexcToei gaHi AnA NepeEipKu:
J

Mignwe & kogyeaHHi Basedd

OumcTuth Gopuy

Puc. 64. PesynbtaT nepesBipku

3aronoBok: [lepcoHanbHMil cepsic AoBipuUnx nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTauii
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IHWi onepauii

IHWwi onepauii BkAto4vatoTb B cebe: gaHi npo ceptudikat KAw4da nianucy, AaHi npo ceptudikart
KMo4a WngpyBaHHA Ta BKa3aTW e1IeKTPOHHY MO3HaukKy 4vacy.

HaHi npo cepTudikaT K/Iro4a nignucy

MictuTb y cobi cepinHMn HoMep cepTudikaTy, No4YaTOK Ta JAaTy 3aKiHUYEHHS, UM MOCUIIEHUI
ceptudikaTt. Takox MicTUTbCa iHdOpMauis Npo BNacHMKa, BMAaBUS Ta MNpPO BiAKPUTUIA K4 Yy
oKkpemux nonsax, Puc. 65.

ﬁ]" KnienT ana "lMNepcoHaneHwii cepsic aoBipunx nocayr” 3'eananns 3 cepaicon
EJ TOB Caiden EIC ECTaHOBAEHD

P¥C  ENG

Cepiiinnii Homep cepTudikaTy
Mouarox gii

3awiHuenHn gii
MocuneHwii aK

MpizBuwe

Ima no-Garbkosi

MNMoexe im'a

Kpaita

Micro

CepiiiHwii HOMep BNacHWKa

Opranizauis
Migpozgin
MNMosne im's
Kpaina
Micro

Cepiiinnii Homep BuaaBya
Peectpauifinvid Homep obnikosol
KAPTKW MNATHAKA NOAaTKIS

Koa EANPOY

BigkpwTwi knrou
Anropwrm EMN

Puc. 65. [laHi npo cepTudikaT Kto4a nianmcy

Ceptudikar knroua wmndpysaHHSA

Mictntb y cobi cepiliHMin HoMep cepTudikaTy, MOYaTOK Ta AaTy 3aKiHYEeHHS, 4YM MNOCUNEHUN
ceptudikaTt. Takox MicTUTbCa iHdOpMauis Npo BNacHMKa, BuAaBus Ta MpPO BIAKPUTUMA KIOY Y

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTtauii
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okpeMux nonax, Puc. 66. MpucyTHA kHonka «36epertn cepTudikaT y

po3wnpeHHam crt.
(&)

MNepesipwuma EN

KnieHT ana "MepcoHanbHWA cepBic AoBipYMx nocayr”

TOE Cafgep BIC

Creopurn ET |HwWi onepauii ¥

A e BF 24 00 BN 97 S8 A0
AU Ub Ho 22 U0 HJ 24 26 U

CepiinniA Homep ceprudikary
Mouarox giv

Jainuenna gii
Mocunenwi aK

HOPMALIA NPo BENACHWKa

MNpizenwe
Ima no-barbkoBi

boposikoe

Onexcanap M

MoBue im's

Boposikos O
Kpaina
Micro

CepiiiHmii HoMep BnacHWKa

HpopMaLIA Npo BMAABLA

ranizauia  |ndopmavifino-gosigkoenid genapTaMedT
Op uin | ACEIL A

Migposain ¥ MIHHA (L eHTp) wdikauii knrouis 1/]

MNoeHe im's A MTOEAHWI LEHTD
Kpaina
Micro

Cepiiinnid Homep BMaaBLA
Peectpauiiinnii nomep obnikosol

KapTKWA NNaTHWKa nogaTkis 2031914098

Kog EAMNPOY 2031914098

HpopMaLIA Npo BIAKPMTIA Koy

Bigxpumnid warou

ol 1

Anroputm EIN

Puc. 66. CepTtudikaT kntoya wWndpyBaHHS

3awndpysaTtu

57C 50 16 39 EF FE 2A 8C CO

dann», akmin 36epiraeTbca 3

3'EAHEHHA 3 CEPEICOM
ECTAHOEMEHD

P¥C  ENG

JGepertv cepmadikar y dakin

[=-]
wh
ra

Fa
m
Ln
=1
o

m

e
=1
T
[==]

£R L

[aHa Bknagka MicTUTb Taki nons: MapameTpu npu 3awndpysaHHi, CepTudikaT oTpumyBada, ®amn

Ta TekcToBi AaHi, Puc. 67.

BigeoiHcTpyKUio Ana 3awmn@pyBaHHS AaHUX MOXHA MEPErsstHyTU 3a MOCUIaHHAM [lepcoHanbHWUiA

cepBic AoBipYMx nocnyr. 3awmndpyBaTty Ta po3wmndpyBatu dana.

Pozgin «MapameTpu 3awmndpyBaHHsa», SKMA BK/IOYAE:

1. dogaTtu npu 3awmndpyBaHHi:

3aronoBok: [lepcoHanbHMil cepsic AoBipuUnx nocnyr. HactaHoBa 3 yCTaHOBKM Ta
ekcnnyaTauii

© 2019 Caindep BIC, TOB
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https://www.youtube.com/watch?v=IoCB_doSjwI&index=4&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q
https://www.youtube.com/watch?v=IoCB_doSjwI&index=4&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q

e CepTudikaT BignpaBHMKa Ta cepTuUdikaTn BUAaABLIB;
e CepTtudikaTn BianpaBHMKKaA;
e He gopgaBaTtu cepTudikaT BignpaBHWKa Ta cepTudikaT BnaasUiB.

Po3gin «Ceptudikat oTpuMyBada», SKMN BKJIIOYAE:

1. None «Ceptudikat oTpuMyBada 3awmdpoBaHNX AaHNX>» (3aBaHTaXyeMo dann-ceptmudikar).

Po3gin «®ann», SKnin BKIKOYAE:

1. Mone «®ann gnd 3awmndpyBaHHS»;

2. KHonka «3awundpysatn» (34iNcHIOE 3awmndpyBaHHs danny);

3. KHonka «36epertun 3awmndposaHi gaHi y dann» (36epirae 3awndposaHi gaHi y dain);
4. KHonka «Oumctntn popmMy>» (34iMCHIOE OUYMLLEHHS BCi€i hopMu).

Po3zain «TekCcTOBI AaHi», AKMIN BKIIKOYAE:

KoayBaHHsa (06bupaemo ctaHaapT koayBaHHSA TekcTy): UTF-16LE un UTF-8;

MNMone «TekcT Ansa 3awmndpyBaHHA» (BHOCMMO AaHi An4 3awundpyBaHHS);

KHonka «3awundpyBatn» (34INCHIOE 3aWIMdpyBaHHA TEKCTOBUX AaHUX);

KHonka «Ounctntn popmy» (34INCHIOE OUYMLLEHHS BCiE popMK);

Mone «3awmndpoBaHi AaHi B kKogyBaHHi Base64» (oTpuMyeMo 3awmndpoBaHi gaHi).

AW e

F@ KnienT ana "MepcoHanbHuii cepsic AoBip4ymx nocayr”
C
& L

TOB Caitgep BIC

epesiputv E Creoputn EN IHwi cnepauii ™

BubBpatu daiin

BubBpatw daiin

Oumectutin dopmy

OumetiTi dopmy

Puc. 67. Bknagka «3awundpyBaHHS»

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
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Mpouec 3awundpyBaHHA MOYMHAETLCA 3 TOro, WO obupatoTbca «MapamMeTpu 3awndpyBaHHA»,
NOMAETLCS cepTUdikaT OTpMMyBaya 3aliMbpoBaHNX AaHNX, 06UPAETLCA TUM KOAYBaHHSA, BHOCUTHLCS
TEKCT ANS 3alindpyBaHHSA, HAaTUCKAEMO KHOMKY «3awudpyBaTu», Puc. 68. [icnsa, ouyMwaemo

dopmy.

Fﬂ Knient ans "TepcoHanbHuia cepsic AoBipuunx nocayr” 3'eqnannn 3 cepsicom
)
EJ

ECTAHOENEHD

P¥C ENG

TOE Caiidep BIC

iTH E IHwWi cnepauii

crtcrt 3MiHATH hain | Ouncruti

Bubpartn daiin

OumcTuti dopmy

3awmdpysati Oumctutin dopmy

[45]

alWwmdposaHi AaHi Y koaysarHi Base6d:

MIWnOY)KeZlhwvcNAQcDol W CCFooCAQKgghKDollSfzCCEVswg g TXoAMCACQICFDAECRS
vLHIUAQAAAAEAAAABAAAAMADGCyqGIAIBAQEBAWEBMIHEMTEWPQYDVQOKDDEONNG
WOL3RIRGBOYLQtd GAOYHRgtCy0L4g0VTRgdGCOLRhtGWOZcgOKPQutGAOLDRISCI0LgxMT
AyBgNVBAsMKNCQOLTOvNGWOL3RIEGBOYLRgNCwOYLOWvGAINCGOKLOoS DOptCX04xST
BHEgMNVEAMMONCmOLXQvdGCOYDQsNCTOYzOvdC40LkgOLfQsNGBOLLRIHCOOYfRQOCYOL o

Puc. 68. 3awundpyBaHHS

Po3wndpyBaHHA

JaHa Bknaaka MictuTb Taki nonsa: ®ann Ta TeKCToBi AaHi.

BigeoiHCcTpyKuUito ans po3wundpyBaHHA AaHUX MOXHA mMepernsHyTu 3a nocuiaHHaM [lepcoHanbHUn
cepBic AoBipymMx nocnyr. 3awundpysatu Ta po3wndpysaTtm dann.

Po3gin «®ann», aknun Brkatoyae, Puc. 69:

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB
ekcnnyaTtauii
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https://www.youtube.com/watch?v=IoCB_doSjwI&index=4&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q
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WN -

MNone «®ann gns po3wmndpyBaHHA>» (0bnpaeTbea dann, akun HeobxigHo po3wundpysaTn);
KHonka «Po3wundpysatn>» (34iNCHIOE po3wndpyBaHHsa danny);

KHonka «36epertu po3wundpoBaHi gaHi y dann» (34incHoe 36epexeHHs po3wmndpoBaHnx
AaHnx y dann);

KHonka «Ounctntn opmy» (34iNCHIOE OUMLLEHHS BCIiEl hopmn).

F KnienT ana "lMNepcoranbHMiA cepBic goBip4nx nocayr”
(4
"

ECTAHOBAEHD

TOE Cafdrep BIC

|:| PYC  ENG

epesipuTy E Creopwtu EIN IHWi onepawii ~

Paiin anA posWKHgpYEaHHA Bubpatu daiin

Ounctutin dopmy

Puc. 69. Bknagka «Po3wundpyBaHHSa», po3ain «dann»

Po3gin «TekcToBi AaHi», akuii Bkatodae, Puc. 70:

uhwn e

KoayBaHHsA (06bupaemo ctaHaapT KoayBaHHSA TekcTy): UTF-16LE un UTF-8;

MNMone «3awundposaHi AaHi B koayBaHHI Base64» (BHOCMMO AaHi Ans po3wundpyBaHHS);
KHonka «Po3wndpyBaTtn» (34iMCHIOE po3WwndpyBaHHS TEKCTOBUX AAHUX);

KHonka «Ounctmntu dopmy» (34iNCHIOE OYULLEHHS BCIiE popMn);

MNMone «Po3wmndpoBaHuin TekCT» (OTPUMYEMO po3WNdpoBaHi AaHi).

E Knient ana "lMNepcoHanbHuid cepsic goBipunx nocayr” 3'earianna 3 cepsicom
4
§ ;

ECTAHOENEHO

|:| PYC  ENG

epesipumi E Creoputi EN IHWi onepauii >

Dalin AnA posWwrdpysaHHA Bubpatu daiin

Qunctuti dopmy

CumctTi opmy

Puc. 70. Bknagka «Po3wundpyBaHHSa», po34in «TeKCToBi gaHi»

3aronoBok: [lepcoHanbHWiA cepBic AOBipUMX Nocnyr. HacTaHoBa 3 yCTaHOBKM Ta

ekcnnyaTtauii

CropiHka: 53 13 64
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Mpouec Po3wundpyBaHHSA MOYMHAETLCA 3 TOro, WO 06MpaEeTbCa TMN KOAYBaHHSA, BHOCUTbCS TEKCT
ONs po3WwndpyBaHHS, HaTUCKAEMO KHOMNKY «Po3swundpysaTtn», Puc. 71. Micng, oumwaemo ¢popmy.

|F KnienTt ana "lMNepconHanbHWii cepsic aoBip4nx nocayr” 3'enHEHHA 3 ce
(4
¥ { BECTAHOENSHD

TOE Caigep BIC

| P | PYC  ENG

epesipnv E Creoputw EN IHWi onepauii ¥

3N AN po3 pYBaHHA Brubpatn daiin

OunctrTi dopuy

MAKGATUEERMCVUEXETAPEgNVEBACMCNCa0LRISCyARCztst7 9y G529 QAAAAG/COASCAYAACr THCYwhzMn5az0) SfmOD TmttczlwlMc/UG
W8BILbIFGIzEYrP 1ezsL8wegYIKoZ IhveNAQcBMFsGCyqGIAIBAQEBAQEDMEWECBAIMg3QEcFMEBEC P 1utF8TiwgoDEInsjH 16181jrpMA3KRO42
cpOF/jpcg3GFoQekIdfCEHe0 204t WTg LBef0BI+ bbjoxXkEgBCIVAZYMIBpvccp00U3ROZ

Poswndpysatu Ounctuti Gopmy

Puc. 71. Po3wndpyBaHHS

EneKkTpoHHa No3Havka yacy
[JaHa Bknagka MicTUTb Taki nons: CTBOpPEHHS enekTpoHHOI Mo3Hauyku 4Yacy Ta [lepeBipka
€NeKTPOHHOI Mo3Haukn yacy, Puc. 72.

MNepernaHyT¥ BiAEOIHCTPYKLIiO MOXJ/IMBO 38 MOCUJIAHHAM.

Pozgin «CTBOpEeHHSA eNeKTPOHHOI MO3HAYKKM Yacy», SKUN MICTUTb:

1. NMone «®ann 3 gaHuMmn» (obmpaemo dann, ang AKOro HeobxigHO CTBOPUTU E€NEKTPOHHY

MO3Ha4Ky vacy);
2. KHonka «CTBOpPUTM eNeKTPOHHY MOo3HauKy Yacy» (34iNCHIOE CTBOPEHHS eNeKTPOHHOI

MO3HAYKM Yacy 415 3aBaHTaxeHoro danny);
3. KHonka «36epertn no3Hayky y dpanny» (34iMcHI0E 36epexeHHsa nosHauku y dann);

4. KHonka «0uynctntn opmy» (34iMCHIOE OUMLLIEHHS BCIi€l hopmn).

Pozgin «lMepeBipka eneKTPOHHOI MO3HAUYKM Yacy», SKUM MiCTUTb:

1. NMone «®ann anga nepesipkn» (obupaemo dain, 6e3 enekTpOHHOI NO03HaYKK Yacy);
2. lMone «®aiin 3 eNeKTPOHHOK MO3HauKol Yacy» (obmpaemo dann, SKnii MiCTUTb €NeKTPOHHY

MO3HauYKy 4acy);

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB

ekcnnyaTtauii
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https://www.youtube.com/watch?v=mrJcaXNiHsw&index=2&list=PL8R1_PA2saqHOIVrpCaMXqFmb4wH_zK-q

3. KHonka «[llepeBipUTn eneKTPoHHY NO3Ha4Ky 4Yacy» (34iNCHIOETLCS

nepesipka eneKkTPOHHOI
Mo3HaukKy yacy);

4. KHonka «Oumnctntn popmMy>» (34iMCHIOE OYMLLEHHS BCi€i hopmu).

ﬁ |F1‘| Knient ana "lNepcoHanbHWiA cepBic goBip4Mx nocayr”
(%) F

I'eaHaHHA = cepEICOM
TOE Caiigep BIC

ECTAHOENEHD

P¥C  ENG

Creopurn El IHwi onepawii ™

Ol NO3HAYKM Yacy

BubpaTu daiin
OuucTimi Gopay
Mepesipka enekTPOHHOT NOZHAYKW Yacy

Daiin AnA nepesipki:

Bubpatu daiin

Bubpatu daiin

Quuctiin dopnry

Puc. 72. EnekTpoHHa no3Ha4ka 4acy

Mpouec CTBOPEHHS €MEKTPOHHOI MO3HAYKKW 4Yacy MOYMHAETLCA 3 TOro, WO obupaeTrbca cdann 3
OaHUMWN, HATUCKAEMO KHOMKY «CTBOPUTK eNeKTPOHHY MOo3HauKy yacy», Puc. 73.

ﬁlﬁ‘l KnieHT ana "MNepcoHanbHWii cepBic 4oBip4ux nocayr”
|

3'EQHAHHA 3 CEPEICOM
TOB Caidep BIC

ECTAHOEAEHD

PYC  ENG
Mepesipuma EN Creoputi EM IHWi cnepauii *
CTEOpPEHHA ENEKTPOHHOT NO3HA4KM Yacy
Qaiin 3 pan Readme.txt 3mikeTy daiin | OumcTnTi
CTs0pMTH EASKTPOHHY NOSHAYKY Yacy Oumcrvmn Gopmy

Puc. 73. CTBOpeHHS e/1eKTPOHHOI MO3Ha4YKu vacy

Micns HaTUCKaHHA KHOMKWM «CTBOPUTU €NEKTPOHHY MO3HAauyKy 4acy», 3'ABJSAETbCSA MOBIAOMIEHHS
Npo ycnilHe CTBOPEHHS €NEeKTPOHHOI NO3Ha4ky yacy, Puc. 74.

MoaTeepanTe AeWCTBME Ha CTpaHuue cipher.kiev.ua

ENSKTPOHHA MOZHEYKE UaCY YCMilWHO CTECDEHE,

Puc. 74. MNoBigOMNEHHSA NpO yChillHE CTBOPEHHSA €/TEKTPOHHOI MO3HAYKKM Yvacy

3aronoBok: [lepcoHanbHMil cepsic AoBipuUnx nocnyr. HactaHoBa 3 yCTaHOBKM Ta
ekcnnyaTtauii
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Micna HaTuckaHHA «Ok», 3'9BNSETbCSA MOXIMBICTb 36epertu nosHauky y dann, Puc. 75. Obnpaemo

WNSX AN 36epexXeHHs Ta o4YnLLLaEMO dopMy.

Otkpeimve «Readme.bd.tss

Bbl coBupaceTecs oTKpBITS:

|&| Readme.txt.ts
AsnArwMiAca: TS daiinom (2,6 KB)
W3 blob:

Kak Firefox cnepgyer obpabotare 3101 daiin?
i Ozkpeme 8 | TWINUI (no ymonuannta)

(®) Coxpannte gaiin

BQI'IC_"IHHTI: GETOMATHYECKH ANA BCEX qJEﬁ_"ICE A3dHHOro TANa.

e

Puc. 75. 36epexeHHs danny

Mpouec lMepeBipkM MNO3HAUKM Yacy NOYMHAETLCH 3 TOro, WO obmpaeTbca dann 3 gaHmmm Ta dann 3
MO3HaKOK Yacy, HAaTUCKAEMO KHOMKY «[llepeBipnTn eneKTPOHHY NO3HauKy 4Yacy», Puc. 76.

D‘ Knient ana "MepcoHaneHwid cepeic aoBipuux nocayr” 3'e4HarHA 3 CEpEICoM
TOB Cadcep BIC ECTAHOENEHOD
| vee | Pye | En
MNepesipwty EN Creoputw EM IHWi onepauii ™
CTE EHHA ENEKTPOHHOT NO3HAYKN Yac

BrEpam $arin

Cuncrii dopmy

MNepesipka enekTPOHHOT NO3HAYKM Yad
Dain ana NepesipkK B Tnai ]
Dann Ans nepesipk Readme txt 3miHnTi dain | Oumcnarw
Pann 3 ENeKTpoHHO NO3HAYKOIO 4a Readme.txtts IminnTi daiin | OumcTiTu

MepesipUTH ENeKTROHHY NO3HAHKY Yacy CuucTat dopMy

Puc. 76. NepeBipka eNneKTPOHHOI MO3HAa4YKM yacy

Micns HaTUCKaHHA Ha KHOMKY «[lepeBipUTM EeNeKTPOHHY MOo3HauykKy 4acy», 3'aBNsETbCA

NOBiAOMIEHHS MPO AIACHICTb NO3HaukKM Yacy, Puc. 77. Ta ounwaemo dhopmy.

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Candep BIC, TOB

ekcnnyaTtauii
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MNoaTeepauTe AeACTEME Ha cTpaHuue cipherkiev.ua

ENEXTPOHHAE NOZHAYKE YaCy 4IACHE.

Puc. 77. MNoBiagoOMNeHHS Npo AiACHICTb €NeKTPOHHOI NO3HA4YKM Yacy

3aronoBok: [epcoHanbHWIN cepBsic AOBipUYMX nocnyr. HactaHoBa 3 yCTaHOBKM Ta © 2019 Caridep BIC, TOB
ekcnnyaTauii
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MowupeHi 3anuTaHHA Yy po6oTi 3 NepcoHasbHUM CEpPBiCOM AOBipUYNX
NOCNAyr Ta WASXMU iX BUPILUEHHS

BAXNNBO 3HATW:

1. [Ong poboTu i3 3aXMLEHNUMN HOCISIMU PEKOMEHAYETLCS KOPUCTYBATUCHA 32-pO3PSIAHOI BEPCIED
Java.

2. dkuwo knwod BuaaHun KHEAM/ALCK Ka3HauyencTBa HeObXiAHO KOPUCTYBaTUCSA CTapuM
iHTepdencoMm, K BKa3zaHO Ha CTOPiHLUI, OCKiJIbKM Ha AaHUN MOMEHT «[lepcoHanbHUI cepBic
AOBipuMx nocnyr» He npautoe 3 gaHmm KHEAM/ALCK. AKLIO0 Le 3axXMLIEHUN HOCIN, TO CTBOPUTHU
EMN Bn He maTtumeTe 3MOry.

3. «[lepcoHanbHWUI CcepBiC AOBIpYMX NOCNYr» MpaLloeE HEKOPEKTHO Ha nnatdopmi OC Microsoft
Windows XP SP(1/2/3) 2002 y noeaHaHHi 3 Bepcissmu java crapwe 1.8.0_111. [laHa
Bepcis OC BBaXa€TbCs 3aCTapino, Npo WO NMoBigOMASETbCS Ha odiliiHOMY pecypci Java npu
cnpobi 3aBaHTaXXMTW OHOBJIEHY Ti Bepcito. [ns kopuctyBadiB OC Microsoft Windows XP
SP(1/2/3) 2002 pekoMeHAYEMO 3aBaHTaXXyBaTW NONEPELHIO BEPCiO 3a NMOCMNAHHAM
jre-8ul11-windows-i586.exe.

NMOMUJIIKU, wo BUHUKAIOTb B PO60Ti Ta MeToAM iX YCYHEHHSA:

4. ®alin 3aBaHTaXWUBCS, ajfe A0AAaTOK He pO3ropTaETbCa —«HIYOro He BiAbyBaETbCA».

4.1. TlepeBipuTn MOXNMBICTb 6n0KyBaHHS poaatky 6paHamayepom OC (nmpuknag ana OC

Windows 7).

«llyck» -> «[llaHenb ynpasneHusi-6paHamaysp Windows» -> <«M3mMeHeHune rnapamMeTpoB
yBeAOMeHni» -> BKasaTu Onuilo <«YeBeaomnaTtb, KkKorga ©OpaHamaysp 650kuMpyeT HOBYHO

nporpammy», abo B3arani NOro BUMKHYTW 3aBASKW Mo3Hauykm «OTkIo4YnTb 6paHamayap Windows»
Ha nepioa HaknagaHHA yYM nNepesipku nianucy, Puc. 78.

“ B

@uv|ﬁ < bpaHgMayz.. ¢ HacTpoute napamerpel - |+¢ | | [Mouck & naHenu ynpaaneHus j ol

HaCTpOﬁKa MapaMeTpoE ANA Kaxd A0ro Tuna cetn
MosHo M3MEHWTE NapamMeTpel BpaHgmay3pa ANA KaXAoro WCNoNL3YEMOro TNa CETEBOID PasMELLEHMNA,
JenciHuTensHbIe CBEAEHWA O CETEBbIN Pa3MELLIEHNAX
MapameTpel pasMELLEEHMA B SOMALUHER WKW pabouei (vacTHOA) ceTn
a'l @ Brnrouenwne Gpangmayzpa Windows

BrokuposaHue BCEX BXOAALLIX NOAKAKIYEHWI, BINHOYEA NOAKNHOYEHINA, YKA3aHHBIE B CIMCKE
paspeLLEHHBIX NPOTPann

I V| ¥eeaomnate, korga Gpangmayzp Windows Bnokmpyer HoBYH nporpammy I

@] Orinrounte Bpangmay3sp Windows (He pexomengyerca)

MapameTpbl pasMeLLEHNA B 0OLLECTEEHHD A CETH
a_l @ Brnrouenne Gpangmayzpa Windows

BnokupoBaHue BCEX BXOAALLMX NOAKAKIYEHW, BKNHOYAA NOAKNHONEHINA, YKA3AHHBIE B CAMCKE
pazpeLLEHHBIX NPOTPanM

V| ¥Yeeaomnate, korga Gpangmayzp Windows BrokmpyeT HoBYH Nporpammy

@] OmntounTe Bpanamayzp Windows (He pekomenayerca)

[ OK ] | OTtmena

Puc. 78. BikHO HanawTyBaHb 6paHaMayepa
4.2.MNepeBipnTH 4YM NpaBUJIbHO HasaWTOBaHI acouiauii ans danis Ta nporpam.

Ona dannis ¢dopmaTy .jnlp noTpibHO BKkasaTtu nporpamy Java WebStart Application (javaws):
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http://cipher.kiev.ua/files/jre_1.8.0.111/jre-8u111-windows-i586.zip

e Ha npuknaai 6pay3epa Mozilla FireFox, Puc. 79. «MeHt0» — «HacTporkmn» — «[punoxeHuns»

MpunoxeHwa

Bribepute, kak Firefox 6yaet obpabatuieats darnel, 3arpyxaemole u3 KHTepHeTa, maw

NPUAOKEHWUA, MCMNOAB3YEMbIE NPKW paboTe B MHTepHeTe,

L [Mouck munos atinos uau npuaIoxeHul

Twvn coaepXKUMOoro ~ | [leficTBMe

™. EPS ta¥in “ Bcerpa cnpawweaTts i
& irc * Bcerpa cnpawwsaTts

& ircs * Bceraa cnpawwveats

=] JAR dann * Bcerga cnpawweaTts

=] JNLP datin |£ Micnono3osate Java(TM) Web Start ... ~ I_
[=] JPEG Image 2| cnonsosats Java(TM) Web Start Launcher | J
& mailto ' Bcerga cnpawweaTts

¢ MP3 Format Sound = Bcerga cnpalwveats

& ODG dain = Bceraa cnpawwveats

[3 Ppersonal Information Exchange “ Bcerga cnpawmveats

Puc. 79. HanawTyBaHHSA acouiauin y 6pay3epi Mozilla FireFox

e Ha npuknagi cucteMHnx HanawTyBaHb, Puc. 80. «lMaHenb ynpasneHusa» -> «[lporpamMmbl No
yMonyaHuto -> «ConocTtasfieHne TMnos gannos Unm NpoToKOSI0B KOHKPETHbLIM

nporpamMMam».
i [E=SEER =)
@Qvl <« Bce 3NeMeHTLl N3HENM yNpaBneHua » [porpamiel N0 YMONYaHWO » 3a3aTh CONOCTABAEHWA - ‘ Jva | IMouck & naxeau ynpasaeHus yel I
ConocTasneHne TMNoB ¢aﬁ.ﬂOB WKW NPOTOKONOE KOHKPETHBIM NporpammMan
YroBbl yEMAETE, KAKAA NPOTPaMMa N YMONYHUKD OTKPEIBAET A3HHEIR TUN N0, WENKHNTE COOTEETCTEYHOWEE PACLUNPEHNE Gaiina, HToBbl MSMEHNTS 33MYCKAEMYHD N0 YMOMYEHUID NPOrpammy,
¥ porp ¥y p Y P P Ty ! ¥ porpamuy,
HaxMUTE KHoNKy "V3MeHUTs nporpanmy”.
« | Java(TM] Web Start Launcher
= | Oracle Corporation VISMEHITE NpOTpamMy...
Vinas : Onucarme Yuonuarme =
- Jceks Wann “JLEKS” Keystore bxplorer
= jfd JFormDesigner Form JFermDesigner
J g 9
L1 jfdpro JFormDesigner Project JFarmDesigner
Jidproj 9 ) g
) jfif JPEG-pucyHok Microsoft Office Picture Manager
| jfr Java Flight Recorder File jmc.exe
S Daiin "JKS" KeyStore Explorer
[F)].intp Daiin "INLP" Java(TM) Weh Start Launcher
Q jnt Hokyment Kyprana Kypran Windows
L |job Task Scheduler Task Object HeuseecTHoe npuaoxerne
| |ijod Microsoft.Jet.OLEDB.4.0 Heuzeectnoe npuackenne
1 jpe JPEG-pucyrok Microsoft Office Picture Manager
G} jpeg JPEG-pucyHok Microsoft Office Picture Manager
= .jpg Pucynok JPEG Mpocuotp dotorpadmii Windows
s @aiin cueHapua JScript Microsoft ® Windows Based Script Host
2| .jse 3aKkoanpoBaHHbi daiin cuenapua JScript Microsoft ® Windows Based Script Host
o p p 3 P
fﬁl Jtp WaBnon Kyprana HKypran Windows
= Arimmsaue YOG Cranrren Anarinens vDe 2
4 [ | »

Puc. 80. CucteMHi HanawTyBaHHS acouiauin

5. Momunka «HeMOXNMBO CTBOPUTU KpUATOrpadivyHNUN KOHTEKCT. Y KJIIOHOBOMY KOHTENHepiI
BiACYTHIM cepTudikaT kntoda EM», Puc. 81.
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El MepcoHaneHWA CEPBIC 40BIPYNX NOCTYT — >

@ MNepcoHanbHWIA cepric OOBIPYMX MNOCNYT
|
QA Mpo nporpamy Yicpa'l'ch:xa -

na HaknagaHHa EMN HeobXIAHO BMKOPWCTOBYEATH OCODMCTHA KAKOY.
B NOTOUYHOMY pexurmMi MOXAWEa NMLWe nepeeipka El.

ALICKS [5] Mepconanchwii cepeic gosipumx nocmyr >
ALICK,

Tun: Hemoxnveo CTEOPUTI KpMATOrpagiuyHWA KOHTEKCT A

LWnax A ‘

¥ KnroUoEOMY KOHTEHRHEpR] BIACYTHIM cepTudikaT knroua EN

aponk: (II11 22 ]]]

HKypHan nogii BigmiHa ‘ Ck ‘

Puc. 81. NoMunka «HeMOXNMBO CTBOPUTU KpUNTOrpadiyHMn KOHTEKCT. Y KJIHOUYOBOMY KOHTEMHepi
BiACYTHIM cepTudikaT kntodya EM»

5.1. NepeBipntn 4n BipHO 6yB 06panHuii KHEAMN/ALCK, akuin Hapas kopuctysadesi ENN.

5.2.  UYu 6yB BmaaHmin Bam okpemo ceptudikaT kaouya EM? Akwo Tak — noTpibHO obpatm onuito
«Bka3syBaTu wnsax o ceptudikaty», Puc. 82.

El MepcoHaneHWA CEPEIC AOBIPYNK NOCAYT — *
ﬁ [epcoHansHWIA cepBic O0BIPYUX MOCNYr
|
EA [po nporpamy YkpaiHceka v

[na HaknanaHHa EM1 HeoBXIAHO BMKOPWCTOBYEATK OCOBMCTIA KNKOU.
B noTouHOMY pexuMi MoXIWEa Anwle nepesipka ElN.

ALICK/KHEAT: ALUCK/KHEAN 144 AeC hd
Tun; [@aiin Ha gucky] hd
Wnax Ao koHTelHepa: | D\Key-6.dat -

v/ | BKazyBaTW WAAX A0 CEpPTUOIKaTY

Wnax go ceptugikaty: || DACertificateSN6012187.cer -

Maponk: ITITITIIL l

JypHan nogii BigmiHa ‘ Ok ‘

Puc. 82. Onuia «Bka3syBaTtu wnax go ceptudikaTty»

5.3. B Mepexi BUKOPUCTOBYETLCS NPOKCi, NOTPi6HO NpaBu/bHO HanawTyBaTuU:
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- 32/1aTW CUCTEMHI HanawTyBaHHSA;

- 3a4aTh HalallTyBaHHA Y 6pav3epi;

- 3a/1aT¥ HanalwTyBaHHA AN4 java cepefoBuLla.

6. MNoMmunka «HeMOXNMBO CTBOPUTM KpUNTOrpadivHmMin KOHTEKCT. He 3HanaeHo gain Ki4yoBoro
KOHTEeNHepa», Puc. 83.

Vl_% [NepcoHansLHWIA cepric OORIPYMX nocnyr
4 M -

L\: PO Nporpamy ¥kpaiHceka -

Ins HaknaganHa EMN HeoBXigHO BMKOPWCTOBYBATHM OCOBMCTVIA KNHOY

B noToYyHOMY pex<umi MOXAWBa Avwe nepesipka ENM
ALICK/KHEAN AUCK/KHEAN 144 A®C -
Tun [Dain Ha gMcky] v
Wnax Ao koHTeRHepa: | D)\Key-6.dat A
[5] Mepconansnnii cepaic aosipumx nocayr *

Hemoxnweo cTeopuTH KpUnTOrpadiuHMiA KOHTEKCT

He zHaliger dain knouosoro koHTEHHEpa

Puc. 83. NMomunka «HeMOXAINBO CTBOPUTU KPUNTOrpadivyHUn KOHTEKCT. He 3HanaeHo damnn
KMIOYOBOIro KOHTENHepa»

6.1. [JaHa noMunka noB’A3aHa 3 po3MilleHHSaM knwouya ElN, ana BupiweHHs paHoi npobnemuy,
HeobXiAHO KoY PO3MICTUTU Y KOPEHi ANCKY, YM nanui, Wo MiCTUTb undpu Yn NaTUHCBKI NiTepw.

6.2. TakoxX, faHa MoMUIIKa MOXe BUMHUKHYTU, AKLO BWM HATUCHYNM «CTPINOYKY BHM3» HaMpoTH
nons «LlWnax Ao KoHTeNHepy», Ta 0bpanu 3 HMXKYEe BKA3aHOro nepeniky Kat4yoBuin KOHTenHep. Llen
CMUCOK O3Hauae€, wo Bu paHiwe BXe BUKOPUCTOBYBANM Ui KUY Ana aBTopu3adii, i akwo Bwu
Bubepere OAHOr0O 3 HMX, TO MOX/MBE BUHUKHEHHS MOMUAKM «He 3HangeHo dakn KAK4YoBOro
KOHTenHepy». OcKinbku BuM MOrnuM padiwe BUKOPUCTOBYBaHWN dann Ta 3rogoM nepemictutn Ao
iHWOT nanku. ToMmi cnig wopa3sy obupatn dann 3 novaTky, HATUCHYBLUW KHOMKY «...» HanpoTu nons
«Lnsax o KoHTelnHepy».

7. Momunka «HeMOXNMBO CTBOPUTU KPUNTOrpadivHMin KOHTEKCT. NMoMunka po3wndpyBaHHS
K/1I04OBOro KOHTelHepy», Puc. 84.

[JaHa noMmnka nos’asaHa 3 TMM, WO HeMae HeobxiaHOCTI BkasyBaTn «LLngax oo ceptudikaty», Tomy
HeobxigHO NpnbpaTn No3HauKy 3 NYHKTY «Bka3syBaTu WNaX A0 cepTudikaTy».
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E

Iﬁ [NepcoHansHWIA CepBRIC OOBIPYMX NOCMYT
‘;J [Mpo nporpamy YkpaiHceka
fna HaknagaHHa EMN HeoBxigHO BMKOPWCTOBYEATW OCOBMCTVIA KAHOY
B NOTOYHOMY PEXUMI MOXAWEA NWLWe nepeeipka EN
ALICK/KHEAN ALCK/KHEAN TOB "UeHTp cepTUdikawii K... v
Tun [ain Ha Ancky] v
Linsx 40 KoHTERHEpa: El MepcoHaneHWiA cepeic goBipYMx NocnyT X

Hemoxnneo cTEOPUTM KpUNTOrpagiuHMi KOHTEKCT

MNomwaka poswwdpyEaHHA KNIDYOEOTO KOHTERHERA.

[RYpHan nomw [ [ BIAMIHE | | Ok |

Puc. 84. Nomunka «HeMOXINBO CTBOPUTU KPUNTOrpadivHUN KOHTEKCT. NoMunka po3wndpyBaHHS
KJIIOUOBOIr0 KOHTENHEpPY>»

8. TMMomunka, gka suHukae npu BiakputTi INLP-panny “Unable to launch the application”, Puc. 85.

Application Error
Unable to launch the application. o

Details

Puc. 85. NMomunka npwu BigkputTi JNLP-daiiny “Unable to launch the application”

8.1. MoB'A3aHa 3 TMM, WO HeobxigHO HanawTyBaTM NPOKCi Ana Java Ta ans 6paysepa, KW
BUKOPUCTOBYETbLCS:

- 3a/1aTW CUCTEMHIi HanawTyBaHHSA;

- 3alaTV HanalwTyBaHHSA v 6pay3epi;

- 3a/laT¥ HanalwTyBaHHA A4 java cepefoBuLLa.

8.2. lNoB'A3aHa 3 TUM, WO € HEOBXIAHICTb BHECTM 3MiHM Y CUCTEMHI HanawTyBaHHS hosts.

ypara! [Ana Toro, wo6 6yTM BnNEeBHEHUM Yy HeO6XigHOCTIi BHeCeHHSA 3MiH, nig 4ac pobotun 3
«[epcoHanbHUM cepBiCOM A0BipuYMX Mnocnyr» HeobxigHO y 6pays3epi HaTUCHYTM KHonky F12 Ta
nepentn Ha Bknaaky «CeTb», AKWO BiAO6paXkaeTbCsA «NepekpecneHnn 3aMoK», K MOoKa3aHo Ha
Puc. 86, To nepexoanMo 3a Ha po3A4in CUCTEeMHI HanawTyBaHHA hosts.
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@ FWucnexrop [ Kowcone O Omnagumx () Crann @ Mpogaiinep 4R Mamame = Cets B Xpawunuwe

1 @ BB HTML CSS U5 XHR Wpudre: Mobpaxenwn Meaws WS Mpouee [ ]Henpepsisnbie norv ] Otkmioumts kou

Craryc MeTon Paiin [flomen Mputmna Tun lepenano Pasmep 0 e 137
GET status M local.cipher kiev.ua:9091 hr )16 06 - O e
GET status A local cipher ki xhr 0r6 06 Omc
GET status M local.cipher kiev.ua:9091 xhr 0r6 06 -7
GET status H local.cipher kiev.ua:9091 xhr (13 06 Omc
GET status A local cipher kiev.ua:9091 xhr 0rs -ome
GET status K local cipher kiev.ua:9091 xhr orG 06 ~0me
GET status xhr 0r6 06 - 0 me
GET status xhr 0r6 06 Omc
GET status hr 16 06 15w
GET status h 016 06 0w
GE status A local cipher kiev.ua:9091 xhr 116 06 - H0me
GET status H local cipher kiev.ua:9091 xhr orG 06 ~0me
GET status M local cipher kiev.ua:9091 xhr are 06 ~0me
GE staf H local cipher kiev.ua:9091 xhr 0r6 06 -l me

@ 44zanpoca  06/0TBnepesawo  Mepesano 3a: 3,61 Mun

Puc. 86. Bknaagka «Cetb» y 6pay3epi 40 3MiH

Micns BHeceHMX 3MiH, HeobXxigHO nMepeBipuMTU, HAaTUCHYBLUM MOBTOPHO KHOMKY F12, Ta nepesiputn
BUINA4 «3aMKiB» Ta ctaTyc — 200, ak nokasaHo Ha Puc. 87.

@ 3 Vhcnextop Koncone [ Ortaagume  {} Crwau @ Npodainep £k Namare = Cere B Xpanunnwe

11 o EZ HTML CSS JS XHR Lipugrer Msobpaxenws Megwa WS Mpouee  [[]Henpepsisbienomn  [£] Omonounts

Cratyc Metog @aiin Homen Mpuy... Tun MNepeaaro Pazmep
@ GET status @ local.cipher kiev.ua:9091 xhr json 3495 935
POST ticket @ local.cipher kiev.ua:9091 xhr json 3006 946
@ GET signature?_=1529937218101 @ local.cipher kiev.ua:9091 xhr jsan 4,06 KB 381 Kb
GET status @ local.cipher kiev.ua:9091 xhr json 3496 9236
@ GET status @ local.cipher kiev.ua:9091 xhr jsan 3496 936
@ GET status @ local.cipher kiev.ua:9091 xhr jsen 3496 936
@ GET status @ local.cipher kiev.ua:9091 xhr json 3496 936
@ GET status @ local.cipher kiev.ua:9091 xhr jsen 3496 936
@ GET status @ local.cipher kiev.ua:9091 xhr json 3496 936
@ GET status @ local.cipher kiev.ua:9091 xhr jsen 3496 936
GET status @ local.cipher kiev.ua:9091 xhr json 3496 36
200] GET status @ local.cipher kiev.ua:9091 xhr json 3496 936
GET status @ local.cipher kiev.ua:9091 xhr json 3496 36
200] GET status @ local.cipher kiev.ua:9091 xhr json 3496 936
GET status @ local.cipher kiev.ua:9091 xhr json 3496 36
500] GET status & local cipher kiev.ua:9091 xhr ison 496 936

Puc. 87. Bknagka «CeTb» y 6pay3epi nicns 3MmiH

9. MNomunka Ha Puc. 88 nos’dA3aHa 3 TUM, Npu Nepesipui HaKIageHoro Nignucy 3a TMNoM
«BiakpinneHa», y none «®ann ansa nepesipkn» HeobxiAHO BHECTU dainn Ha akui 6yno
HaknageHo nianuc (noyaTtkoBuit), y none «®ann 3 nianmcom» HeobxigHO BHECTU dalin, AKui
Ma€ nianuc.

Y npuknagi, y none «®ann 3 NiannmcomM» — A0AaHO KJTHOY.

Akwo Bu Haknaganu nianuc 3a Tunom «BéyaosaHa», y none «®aiin 3 nignncom» HeobXigHO BHECTU
nvwe dann Ha KU HaknageHo nianuc. MNMone «®ann ang NnepeBipkn» — BiACYTHE.
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|ﬁ‘ KnieHT ana "l Moateepawte aeiicTeue Ha cTpanvue cipher.kiev.ua 3'eHaHHA 3 capeicom
21 TOB Caitdrep BIC ECTAHOBMEHD

B I'pOLGCi I'GpEBipKL’ ENeKTPOHHOID 'Ii,.'J,'Il’C'_-.-' EWHWIKNZ NOMIKNKA.

Mepegiputn EMN Creoputy ErT TR OEpanT=
MapameTpu nepesipku EN daiin

®Dain AnA nepeeipku:

[ cricrypt.ort 3mivuTi chaiin | OuucTmv

. Maiin 2 nignucom:
Vv Pexm nepeeipkk No3Ha4vku Yacy

ANA nignucy B Key-6.dat 3mivuTi chaiin | OuucTmv

Mepeeiputy EN OumncTiv dhopry

TeKCTOBI AaHi

' PexuM Nnepeeipkk NnozHa4ykM vyacy
ANA faHnX

Puc. 88. MNoBigoMneHHs Npo NOMUIIKY

MpumMiTka. Nig yac po6oTn «lMepcoHanbHOro cCepsicy AOBIpYMX MOCAYr» MOXYTb BUHWUKATM iHLUI
NOMW/IKWN, TOMY ANS iX BUpilleHHSA po3pobHUKaM HeobxigHO OTpMMaTK Bi4 KOpUCTyBaua:

1. 3HIMOK eKpaHy 3 MOMUNKOIO.
2. Bwmict «XypHany pobotu» y BikHi «[lepcoHanbHOro cepsicy AOBipYMX MOCNYr», CKONitOBaTU Y

TEKCTOBUI AOKYMEHT 3 pO3LIMPEHHAM txt.

3. BwMicTt Java Console, ckonitoBaTy y TEKCTOBUI AOKYMEHT 3 po3wunpeHHsaM txt. o6 Biakputu

Java Console € gBa BapiaHTu:

e [lepenTn y nanky, ae sCctaHoBseHa Java (ckopiw 3a Bce - C:\Program
Files\Java\jre1.8.0_181\bin), 3HanTu dann javacpl.exe. lNepenTn Ha BKIaaKy
«Advanced» -> «Java console» -> «Show console» -> «ok». lNepe3aBaHTaXXnUTu
«[MepcoHanbHWN cepBic AOBIpUMX MOCNYM».

ABO
e «[lyck» —> «[laHenb ynpaBneHus» -> «Java» -> «Advanced» -> «Java console» ->
«Show console» -> «ok». nepEBaBaHTa)KMTVI <<ﬂepc0Haanm7| cepBic D,OBip‘-IVIX nocnyr».
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